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UNDERSTANDING THE ROLE OF SANCTIONS 
UNDER THE IRAN DEAL: ADMINISTRATION 
PERSPECTIVES 


WEDNESDAY, MAY 25, 2016 

U.S. Senate, 

Committee on Banking, Housing, and Urban Affairs, 

Washington, DC. 

The Committee met at 2:31 p.m., in room SD-538, Dirksen Sen- 
ate Office Building, Hon. Richard C. Shelby, Chairman of the Com- 
mittee, presiding. 

OPENING STATEMENT OF CHAIRMAN RICHARD C. SHELBY 

Chairman Shelby. The hearing will come to order. 

Yesterday here in this Committee, we received testimony from a 
panel of experts on the challenges and the consequences of sus- 
pending economic sanctions on Iran as agreed to in the Iran deal. 

They discussed, among other things, several issues in imple- 
menting the deal and the risks posed by granting Iran additional 
concessions in light of its demand for more economic relief. 

And while the Administration has been campaigning for Iran’s 
rapid reintegration into the world economy, there is nothing pre- 
venting Iran from using funds made available under the deal to 
further destabilize the region. This includes further contributions 
to known terrorist organizations such as Hezbollah. 

It also includes additional investment in Iran’s ballistic missile 
system, which could be a conduit for restricted nuclear activities 
should Iran back away from the deal. 

Given these and other serious threats, which Iran has made clear 
will persist, the Administration must have the ability and the will 
to reimpose swift punitive measures should Iran not uphold its end 
of the agreement. And I believe Congress must ensure that the 
statutory authority is in place to reapply strong economic sanctions 
against Iran if need be. 

I look forward to hearing our witnesses’ testimony today on how 
the Iran deal is being implemented and, in particular, the actions 
the Administration is taking to further facilitate Iran’s access to 
the global financial system. 

Our first witness is Mr. Adam Szubin. He is no stranger to this 
Committee. He is Acting Under Secretary of the Treasury for Ter- 
rorism and Financial Crimes of the Office of Terrorism and Finan- 
cial Intelligence, and his nomination is pending on the Senate floor 
for the permanent job. 
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He will be followed by the Honorable Stephen D. Mull, Lead Co- 
ordinator for Iran Nuclear Implementation at the U.S. Department 
of State. 

I welcome both of you gentlemen. Your written statements will 
be made part of the record in their entirety, and at this point I will 
recognize Senator Brown. 

STATEMENT OF SENATOR SHERROD BROWN 

Senator Brown. Thank you, Mr. Chairman. Mr. Szubin, Mr. 
Mull, welcome to both of you. 

Yesterday we heard a range of witnesses discuss the Joint Com- 
prehensive Plan of Action and the application of the existing sanc- 
tions architecture to combat Iran’s malicious activity. Those re- 
maining sanctions target Iran’s sponsorship of terrorism, its human 
rights abuses, its ballistic missile activity, all inconsistent with 
U.N. Security Council resolutions. 

Today we hear from two senior Administration officials who play 
key roles in Iran policy. They will share their perspective on the 
progress of implementation, the effectiveness of our broader strat- 
egy to combat Iran’s dangerous and destabilizing behavior in the 
region, and how we might strengthen it consistent with our JCPOA 
commitments. 

Ambassador Stephen Mull is the State Department’s Lead Coor- 
dinator for the Iran Nuclear Agreement. Thank you for the work 
you are doing. 

Our chief sanctions enforcer in the U.S., Adam Szubin, serves as 
Acting Under Secretary for Terrorism and Financial Crimes in the 
Treasury Department. As our witnesses unanimously reaffirmed 
yesterday in response to a question from Senator Donnelly, he is 
eminently qualified, and when we went down the line whether they 
liked the agreement or did not like the agreement, whether they 
were supportive of it today or still critical of it today, they all 
agreed that Mr. Szubin should be confirmed. He is eminently quali- 
fied having served initially in the Bush administration and the 
Obama administration in key national security roles related to eco- 
nomic sanctions and countering terrorist financing. It is inexcus- 
able that Mr. Szubin’s nomination was pending in this Committee 
for almost a year. For no apparent reason was it not acted on. Fi- 
nally, we acted on it, and now it is being held up by the Republican 
leadership, again, for no apparent reason — this despite the fact 
that the Under Secretary for Terrorism and Financial Crimes is 
one of the most important national security posts in our Govern- 
ment. When I hear colleagues on this Committee and in the Senate 
overall so critical of the JCPOA, even writing letters to the leader- 
ship of a country that is not our friend, and then some of those 
same people block his nomination for one of the most important na- 
tional security posts in our Government, I am just perplexed. 

As we heard again yesterday, allowing this proven leader to re- 
main unconfirmed undermines America’s influence in our efforts to 
track terrorists and stop them from raising money on the black 
market or elsewhere. 

Mr. Szubin’s job is focused on leading our country’s effort to dis- 
rupt terrorist financing by al Qaeda, by ISIS, by other groups, and 
especially important to today’s hearing, he leads U.S. efforts to 
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combat Iran’s malicious activity in the region. The Senate should 
vote to confirm him today. 

As we heard in our hearing yesterday, Iran has so far complied 
with its JCPOA commitments. The U.S., Israel, and other allies in 
the region are safer and more secure because of that. Whether we 
support it or oppose the JCPOA, we all recognize the need to con- 
tinue to combat the persistent threat that Iran poses to the U.S. 
and our allies. It requires the Administration to enforce existing 
sanctions, to designate new sanctions targets, to block Iran’s pur- 
suit of military technologies, and to take other steps to confront 
Iran and its terrorist proxies like Hezbollah. 

It also requires continued coordination with the international co- 
alition whose joint actions make the sanctions regime effective 
enough to bring Iran to the negotiating table and force it to agree 
with the JCPOA in the first place. I look forward to hearing our 
witnesses today describe our strategy in each of these fronts. 

Last, Mr. Chairman, in addition sanctions and JCPOA oversight. 
Congress must also support robust military and other aid to re- 
gional partners like Israel. We should be focused on ensuring strict 
implementation of the agreement and on the most effective ways 
to pressure Iran’s leaders to change their destabilizing behaviors in 
the region. 

I welcome our distinguished Administration witnesses this after- 
noon. I look forward to hearing their perspectives. 

Chairman Shelby. Mr. Szubin, you may proceed. 

STATEMENT OF ADAM J. SZUBIN, ACTING UNDER SECRETARY 

FOR TERRORISM AND FINANCIAL INTELLIGENCE, DEPART- 
MENT OF THE TREASURY 

Mr. Szubin. Thank you very much. Chairman Shelby, Ranking 
Member Brown, Members of the Committee, it is a pleasure to be 
back with you today, and thank you for inviting me to discuss our 
implementation of the JCPOA. 

Very shortly after I started at the Treasury Department, in 2004, 
we saw with alarm the progress that Iran was making in its covert 
nuclear program and understood that this was a national security 
threat of the highest order. From that time, the talented women 
and men in my office have devoted literally tens of thousands of 
hours to addressing this threat. It has been an effort like nothing 
I have ever seen or been a part of, working with the intelligence 
community to identify and track Iranian front companies and their 
movements of funds, working with the private sector and banks 
here and abroad to strengthen the vigilance posed with respect to 
the activities carried out by Iran, working with law enforcement 
and regulators to hold sanctions violators accountable, and working 
alongside our diplomats and foreign counterparts to make clear to 
Iran that the price of its illicit nuclear program was complete isola- 
tion from the international community. Partly, and probably most 
importantly, we worked very closely with the Congress, including 
Members in particular of this Committee, to secure tough legisla- 
tion, bipartisan legislation, that sharpened our sanctions tools, 
deepened their impact, and, I believe, brought Iran to the bar- 
gaining table. 
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After nearly a decade, the accumulated pressure had its intended 
effect, bringing Iran to the table, convincing it to accept far-reach- 
ing constraints on its program. The JCPOA was a tremendous 
breakthrough. It is a peaceful means of eliminating one of the 
world’s most persistent national security threats. 

Iran was a few months from having enough fissile material for 
a potential nuclear weapon, and it was advancing. Today Iran’s 
breakout time has been extended to beyond a year, and we are all 
safer for it. 

Since Iran has kept its end of the deal, we must uphold ours. It 
is in our national security interest to ensure that the JCPOA works 
as intended and stands the test of time. And it is, therefore, impor- 
tant to fulfill all of the commitments that we made in the deal. 

Iran is already seeing benefits under the deal. It has opened new 
banks accounts around the world. It has gained access to billions 
of dollars in reserves. And its oil exports to Europe have recovered 
to about half of their presanctions levels. 

That said, we still see companies and banks around the world 
who are hesitating based on concerns about doing business in Iran. 
Some are concerned about Iran’s financial transparency and the 
designation of Iran by the FATE, the Financial Action Task Force, 
because of its anti-money laundering and counterterrorist financing 
deficiencies. 

Others are noting concerns about corruption, as well as regu- 
latory and other obstacles to doing business in Iran. And still oth- 
ers cite Iran’s provocative behavior outside the nuclear file, includ- 
ing its active support for terrorism and its ballistic missile testing. 

As President Obama said recently, “Iran has to understand what 
every country in the world understands, which is businesses want 
to go where they feel safe, where they do not see massive con- 
troversy, where they can be confident that transactions are going 
to operate normally.” 

As Iran pursues more business, I believe it is incumbent on Iran 
to address these problems, to undertake meaningful reforms, and 
create an environment in which businesses feel secure. 

I have talked a little bit about the sanctions relief that we have 
delivered under the JCPOA. But I also want to make clear what 
the deal does not mean. 

First, with only limited exceptions, the primary U.S. embargo on 
Iran remains in place, including the prohibitions on U.S. persons 
investing in Iran and the prohibitions on Iran accessing U.S. finan- 
cial markets. 

Along these lines, let me say clearly, we have not promised nor 
do we have any intent to give Iran access to the U.S. financial sys- 
tem or to reinstate what has been known as the “U-turn” author- 
ization. 

Additionally, we have maintained all of our sanctions designed to 
counter Iran’s malign activities outside of the nuclear file. 

Iran continues to be the world’s leading sponsor of terrorism and 
to play a significant and unhelpful role in the region. It supplies 
funding and weapons to Hezbollah, to the Assad regime, and to the 
Houthis in Yemen, and it continues to develop its ballistic missile 
program, in contravention of U.N. Security Council resolutions. 
And it continues to violate human rights within Iran. 
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Under our current sanctions regime, we have designated more 
than 200 Iranian-linked firms and individuals along these grounds. 
Thanks to Congress, those designations continue to have effect be- 
yond our borders. Secondary consequences attach for any foreign fi- 
nancial institution that does business with any Iranian party that 
we have designated and any that we will designate in the coming 
days. 

We have kept at it. Indeed, since the implementation of the 
JCPOA, we have targeted new actors, including key actors in their 
ballistic missile program, agents of Mahan Air, which has acted as 
the Qods Force’s airline, and a central Hezbollah money-laundering 
network. Ultimately, we must remain clear-eyed about the nature 
of the non-nuclear threats posed by Iran, and we will continue to 
do so. 

Thank you again for inviting me to appear today. I look forward 
to our continued work with this Committee and to taking your 
questions. 

Chairman Shelby. Secretary Mull. 

STATEMENT OF STEPHEN D. MULL, LEAD COORDINATOR FOR 
IRAN NUCLEAR IMPLEMENTATION, DEPARTMENT OF STATE 

Mr. Mull. Thanks very much. Chairman Shelby, Ranking Mem- 
ber Brown, and other distinguished members of the panel. It is a 
great pleasure to appear with you today for the first time for me 
before this Committee to brief and hear your questions and con- 
cerns about the Joint Comprehensive Plan of Action. It is a special 
honor to appear with my colleague Adam Szubin, who does such an 
extraordinary job every day defending America’s security as Amer- 
ica’s chief sanction enforcer at the Treasury Department. 

I am pleased to report that as of today, 4 months after the imple- 
mentation of the agreement, the agreement, in fact, has been fully 
implemented by all the parties to it, and I think it is important 
that we as a country recognize the contribution that that has made 
to making ourselves and our allies and friends, especially in the 
Middle East, more secure. 

As of Implementation Day under the Joint Comprehensive Plan 
of Action, which was on January 16th, Iran had completed dozens 
of specific actions to constrain its nuclear program and subject it 
to greater transparency from the International Atomic Energy 
Agency. It reduced by 98 percent its holding of enriched nuclear 
material that could have been used to build a bomb, shipping about 
25,000 pounds of enriched material out of Iran. It cut its installed 
centrifuges by about two-thirds, and agreed to tight controls on fu- 
ture enrichment activities. It destroyed the core of the heavy-water 
reactor at Arak which could have produced weapons-grade pluto- 
nium, another pathway to a nuclear weapon that this deal has fore- 
closed. And its implementation of these commitments has not in- 
creased the time Iran would need to produce a nuclear weapon — 
from about 2 months before the agreement took place to about a 
year today, so a multifold increase in the amount of time, the so- 
called breakout time, that Iran would need to produce a nuclear 
weapon. 

These actions were complemented by the historically comprehen- 
sive verification and monitoring measures that we specified in the 
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JCPOA. And thanks to those, Iran is now subject to the greatest 
monitoring and verification regime in the entire history of nuclear 
power. That gives us the confidence that, if Iran should decide to 
break out of its commitments, we would detect that attempt imme- 
diately, and we would have ample time to respond. 

In the event of Iran’s noncompliance, at the same time we have 
preserved our ability to snap back the penalties that Under Sec- 
retary Szubin described that brought Iran to the negotiating table 
in the first place. 

As you know, in exchange for Iran’s meeting its nuclear-related 
commitments under the JCPOA, we met our commitments by lift- 
ing the nuclear-related secondary sanctions on Iran. In an effort to 
provide greater clarity to the public and private sectors on what 
sanctions were lifted and what sanctions remain in place, we have 
been participating in outreach activities with the public and pri- 
vate sectors and Governments, at the request of other Govern- 
ments, in order to explain U.S. commitments under the JCPOA. As 
long as Iran continues to meet its nuclear commitments, we will 
continue to meet our commitments in the deal as well. 

While we are encouraged by Iran’s implementation of its nuclear 
commitments thus far, we have always recognized that the JCPOA 
would not resolve all of our concerns with Iran. And, in fact, it has 
not resolved our concerns with Iran. Instead, the JCPOA was spe- 
cifically aimed at addressing the most urgent issue of verifiably en- 
suring that Iran does not obtain a nuclear weapon. Thanks to our 
efforts to date, we have made significant progress toward that goal, 
and the United States and our partners are safer because of those 
efforts. 

I very much look forward to your comments and questions. 
Thank you. 

Chairman Shelby. Mr. Szubin, there are a lot of us here, so I 
will try to be as brief as I can. One of Iran’s priorities is to be able 
to engage in international trade in dollar-denominated trans- 
actions, which would not only give it access to the world’s strongest 
and most liquid currency, but would also further legitimize its fi- 
nancial system. 

Can you confirm that there are no plans now or in the future for 
this Administration to allow Iranian, U.S., or foreign persons at 
any point to engage in either direct or indirect dollar-denominated 
transactions or dollar clearing in any form, including offshore facili- 
ties or through interbank bookkeeping or other conversions or 
transfers? 

Mr. Szubin. Well, thank you. Chairman Shelby. The question ad- 
dresses quite a lot. 

Chairman Shelby. It does. 

Mr. Szubin. And I will do my best to answer every aspect. 

First, you are absolutely right that the dollar is, and thankfully 
remains, the international currency of choice. Yes, I am sure Iran 
would like to be able to do its trade through the dollar through 
U.S. financial institutions. That is the gold standard when it comes 
to how international trade is done. That is not a part of the 
JCPOA. 

Iran is not given relief from the prohibition on accessing U.S. fi- 
nancial institutions under this deal. We have been very clear about 
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that throughout, and we have not restored anything like the U- 
turn transaction that once allowed Iran to do offshore-to-offshore 
clearing with a U.S. bank in the middle. 

Now, your question touched on two different types of activity: one 
is transactions in the U.S. dollar, which typically take place 
through a U.S. bank; the other is offshore dollar clearing. On the 
first, that is what I was just clarifying. Secretary Lew has said so; 
I have said so repeatedly. U.S. financial institutions are off limits 
to Iran. 

If there is a foreign institution that is doing business with Iran, 
our sanctions do not prohibit that, by and large, unless they are 
dealing with the IRGC actors I referenced in my opening state- 
ment, so long as they steer clear of our banks and our financial sys- 
tem. And that is true regardless of the currency. So if there is a 
bank in China that is doing transactions with Iran, it can do those 
in renminbi, in the local currency, in euro, in yen. It can do them 
in U.S. dollars based on the dollars that it has on hand. And every 
major international bank, of course, has some access to dollars in 
its own vaults and on its own books. 

But that is not the same thing as gaining access to, as you de- 
scribed it, the prestigious U.S. financial system and all that comes 
with it. 

Chairman Shelby. But with their assets they could buy dollars 
anywhere in the world and move them, could they not, and use the 
dollars? 

Mr. SZUBIN. I am sorry. Senator? 

Chairman Shelby. I said they could still use the dollars as a me- 
dium of exchange if they had them. 

Mr. SzuBiN. If they are holding U.S. dollar bills, yes. They can 
do with them what they want. 

Chairman Shelby. Sure. 

Mr. SZUBIN. You know, it is an interesting question. We do not 
treat the U.S. dollar bill as a controlled commodity. If there is a 
U.S. sensitive good, a nuclear good, we treat that as a controlled 
commodity, and even once we have exported it offshore, we assert 
jurisdiction on that if it is ever going to be reexported or reexported 
again. We do not treat dollar bills in that way, and I think that 
is a good thing. I think that is part of what has allowed the U.S. 
dollar to emerge as the primary currency of choice. 

Chairman Shelby. Secretary Mull, what is your answer to that 
question? 

Mr. Mull. Which question, about the dollars or the 

Chairman Shelby. The whole question I asked him. I directed it 
at both of you. 

Mr. Mull. Yes, well, we completely agree there is absolutely no 
plan to open the U.S. financial system to the Government or busi- 
nesses from Iran. The U.S. financial system is off limits. We very 
tightly guard access to the U.S. financial system through the pro- 
grams that the Treasury Department has. We reinforce the Depart- 
ment of Treasury’s efforts diplomatically in our engagement with 
our foreign partners, and we completely agree with Acting Under 
Secretary Szubin’s analysis. 
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Chairman Shelby. I have a little time left. I want to yield my 
time to Senator Toomey because he has got to preside over the Sen- 
ate. Senator? 

Senator Toomey. Thank you very much, Mr. Chairman, and 
thanks for having this hearing. As you know, the JCPOA, more 
commonly known as the “Iran Nuclear Deal”, I thought this was 
a terrible deal at the time. I thought then it was a bad idea to turn 
over $100 billion to the world’s leading State sponsor of terrorism 
while, among other things, allowing them to retain a significant 
nuclear infrastructure. And, of course, a bipartisan majority of Sen- 
ators disapproved of this. But I would like to focus on what has 
happened since then and the Administration’s response to it since 
the deal was announced. 

To this day, my understanding is the Iranians have still refused 
to sign or ratify the agreement. They have delivered weapons to 
the Assad regime. They have taken 10 American sailors hostage at 
gunpoint and used the event for propaganda purposes, fired mis- 
siles near U.S. surface ships in the Strait of Hormuz. They took de- 
livery of advanced surface-to-air missiles from Russia, fired several 
ballistic missiles in flagrant violation of U.N. Security Council Res- 
olutions 1929 and 2231. And despite all of this bad behavior post- 
JCPOA conclusion, it seems to me the Administration is, neverthe- 
less, conferring more benefits upon the Iranians than the JCPOA 
even requires. 

We learned the Administration has some plans, I believe, to re- 
ward Iran with $8.6 million U.S. taxpayer dollars in return for get- 
ting rid of the heavy water that they are obligated to get rid of any- 
way without American compensation under the JCPOA. And de- 
spite laws that prohibit Iran from having access to U.S. banking, 
we hear that the Treasury explores loopholes that could permit 
them, notwithstanding the prohibition, as I understand, on the U- 
turn transactions. We have Secretary Kerry actively lobbying 
banks in Europe to do business with Iran. And according to the 
Iranian Government, the Obama administration is asking the Ira- 
nians to keep quiet about missile tests. 

Now, it seems, the way it looks to me, that the Administration 
has taken it upon itself to be responsible for the reintegration of 
the Iranian economy with the global economy. And that strikes me 
as a very bad idea. 

Just yesterday, Juan Zarate, who is proximately your prede- 
cessor at Treasury, laid out several reasons why it is a bad idea 
for the Administration to take this role, and I am paraphrasing, 
but one is that it certainly looks like it is the Administration 
condoning bad behavior. 

Second, it creates a dual standard. On the one hand, we are 
fining European banks and U.S. banks for engaging in questionable 
transactions with entities including Iran and others, but yet here 
we are encouraging those very same banks to do this business with 
Iranian banks. And, most importantly, it seems to me we are giv- 
ing up the strategic opportunity to put the onus on the Iranians to 
convince the rest of the world that they should not be subject to 
any further sanctions because they have gotten their act together, 
because they are behaving, and yet we are not doing that. 
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So I guess my question is directed mostly to Ambassador Mull. 
Why does it seem that the Administration has appointed itself as 
the party responsible for Iran’s reintegration into the world econ- 
omy, despite the fact that the JCPOA does not require that? 

Mr. Mull. Senator, thanks very much for your question. With re- 
spect, I would not agree that we have appointed ourselves in that 
role. As I alluded in my opening comments, Iran engages in seri- 
ously destabilizing behavior that threatens our security, that 
threatens the security of our friends in the region and around the 
world. However, as a result of this deal, Iran is not able to perform 
those threatening activities with the credible threat of a nuclear 
weapon to back it up. 

So while we confront Iranian behavior on all of these issues, 
whether it is on missile, whether it is on regional destabilization 
activities, support for the Houthis in Yemen and elsewhere, we can 
feel more comfortable that Iran does not have nuclear weapons to 
back that up. 

Senator Toomey. I get that, but just so that I understand, is it 
the policy of the Administration to pay Iran for the heavy water? 

Mr. Mull. The United States decided to purchase heavy water 
when it became 

Senator Toomey. And that is not required by the JCPOA. 

Mr. Mull. It is certainly not. 

Senator Toomey. Has Secretary Kerry been visiting European 
banks and encouraging them to do business with Iran? 

Mr. Mull. Secretary Kerry, at the request of our foreign allies, 
has met with foreign businesses and banking communities to ex- 
plain the extent of U.S. sanctions that are still in effect and those 
that have been lifted because 

Senator Toomey. It has been characterized by some European 
banks as him actively encouraging them to do business with 
Iran 

Mr. Mull. No, he 

Senator Toomey. despite the outrageous behavior. 

Mr. Mull. Sir, I actually participated with Secretary Kerry in 
one of those meetings. He was not doing that at all. He was ex- 
plaining and making clear what the impact of U.S. commitments 
under this deal were. Obviously, it is a bank’s responsibility, busi- 
nesses’ responsibilities to make their own decisions. We cannot 
force them into it. And as Secretary Kerry has made clear publicly, 
Iran bears the major brunt of responsibility, if it wants to be inte- 
grated with the rest of the world, in maMng itself an attractive 
destination for investment by complying with standard laws and 
practices and banking transparency, anti-money laundering, and 
anticorruption efforts. 

Chairman Shelby. Thank you. Senator. 

Senator Toomey. Mr. Chairman, thank you very much. 

Chairman Shelby. Senator Brown. 

Senator Brown. Thank you, Mr. Chairman. 

Ambassador, you outlined, I thought very well, the progress we 
have made on implementation and compliance on reducing ura- 
nium levels, on restrictions on R&D and centrifuge production on 
the redesign of the Arak reactor, the conversion of the Fordow facil- 
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ity, ongoing inspections, verification. Has there been concern ex- 
pressed by the IAEA so far of cheating on Iran’s part? 

Mr. Mull. No, sir, there has not been. The IAEA issued a report 
at the end of February, the first required after Implementation 
Day, in which it confirmed that Iran was in full compliance. It will 
issue another report very soon. The preliminary information is that 
they will again make that determination. 

Senator Brown. Thank you. And as you know, the P5 h- 1 came to- 
gether obviously in support of the agreement, as we built consensus 
through really over a decade-long period, from Condoleezza Rice to 
Hillary Clinton to John Kerry and the work that Acting Secretary 
Szubin did. Are there significant — holding that coalition together 
and moving forward and making the world safer, making the re- 
gion safer, are there significant disputes of interpretation or imple- 
mentation among the P5 h-1? 

Mr. Mull. No, sir. I think that there has been remarkable unity 
among the P5 h- 1 in approaching this deal from the outset. We meet 
regularly, we converse regularly. I am in regular contact with my 
counterparts among all the P5 h- 1 to make sure that we stay on the 
same page, and there are ample opportunities to raise differences 
in interpretation. Frankly, there have not been any serious dif- 
ferences between 

Senator Brown. Are there major political challenges made by the 
majority party in some of these countries the way there is now, the 
majority party in the legislative branch where there seems to be al- 
most no support, even though — from one of the political parties in 
this city for an agreement that all six countries have come together 
unified? 

Mr. Mull. My impression is in traveling to the countries of the 
negotiating parties, some of which are obviously more democratic 
than others, nevertheless there is strong, broad-based political sup- 
port in each of those countries. 

Senator Brown. OK. Thank you for that. I think it is important 
to put this in political context. Under Secretary Szubin, I wanted 
to ask you a question. The long-term goal, obviously, is to keep 
Iran from building a nuclear weapon. For years, the U.S. Govern- 
ment, regardless of Administration, beginning in the Bush adminis- 
tration, Secretary Rice, then the Obama administration. Secre- 
taries Clinton and Kerry, have moved — have woven together this 
consensus with the PS-nl in sort of an unprecedented way when so 
often there are few issues that all of those countries can agree on 
the way they have here. 

You said at the FDD Washington Forum recently, at their con- 
ference, you expressed concern that new mandatory non-nuclear 
sanctions legislation would risk undermining our unity with those 
international parties. What did you mean by that? 

Mr. Szubin. As you point out. Senator Brown, that consensus 
was hard won, and there were some very difficult patches, to be 
honest. Our sanctions, in particular the sanctions that Congress 
passed, with huge bipartisan majorities, to tough our sanctions on 
Iran, that really did succeed in putting the squeeze to them, their 
banks, their oil exports. Those were not popular overseas, even 
among some of our closest partners. And the fact that we were able 
to bring them all together really is a credit to the State Depart- 
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ment and to some persistent diplomatic work to come to the table 
and say we have got this leverage, Iran is saying they want to ne- 
gotiate, let us do so and let us craft a tough deal that holds them 
to their commitments. 

With respect to new sanctions legislation, what I was referring 
to is new sanctions that would restore the sanctions that have 
come off, by which I mean, for example, new sanctions saying Iran 
cannot sell its crude oil or Iran cannot access its foreign reserves. 
Sanctions of that type, obviously, if they are nuclear sanctions, 
would be contrary to the letter and the spirit of the agreement. If 
they were premised on other non-nuclear conduct, the agreement 
is silent on that. But certainly our allies around the world would 
see us taking back major chunks of the sanctions relief as bad 
faith, and I do not think we want to isolate ourselves in that way. 

Senator Brown. And they made that clear to you? 

Mr. SzuBiN. Yes, and to my colleagues at State. 

Senator Brown. Thank you. 

Chairman Shelby. Senator Reed. 

Senator Reed. Thank you very much, Mr. Chairman. Thank you. 
Senator Brown. 

You have made it very clear, Mr. Szubin, that the Iranians do 
not have direct or indirect or U-turn access to the American finan- 
cial system. I presume that the only way they would get such ac- 
cess would be to meet every objection we have to their terrorist be- 
havior, to their missile technology activities, the whole host of leg- 
islative provisions and Administration policy that prevents their 
access. Is that fair? 

Mr. Szubin. That is correct. Senator, and that is a very effective 
piece of continued leverage that we, the U.S. Government, hold. 

Senator Reed. And, indeed, some of the reluctance you described 
of dealing with Iran is the economic culture, the lack of legal clar- 
ity, but one is the fact that this denial of access to the American 
financial system concerns some people who otherwise might do 
business with Iran. Is that correct? 

Mr. Szubin. Yes, sir. 

Senator Reed. So we still have some leverage, in fact, significant 
leverage on how Iran can enter the international financial market, 
correct? 

Mr. Szubin. That is correct. Senator. 

Senator Reed. And, Mr. Ambassador, there is a rather complex 
resolution system in the JCPOA. Has that been used so far? Have 
we got to a point where we had to call upon the resolution process? 

Mr. Mull. No, Senator, we have not, because the parties to the 
agreement all agree, and affirmed by the IAEA, that on the nuclear 
side Iran is in full compliance with the deal. We have received no 
reports of denied access to attempts to inspect in Iran by IAEA in- 
spectors. 

On the sanctions relief side, it is clear, I think there is no secret, 
that various Iranian officials have complained that sanctions relief 
has not come as quickly as they have expected, but they have not 
charged that there has been a formal violation of the agreement, 
so there has been no conflict to resolve as of yet. 

Senator Reed. Very good. For both of you — Mr. Szubin, you can 
start — have we seen Nations like Russia, China, and other conn- 
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tries attempt to circumvent the issue of connection to the U.S. fi- 
nancial system by setting up sort of specialized boutique institu- 
tions, or they are not doing that, they are simply, you know, con- 
tinuing in their usual manner? 

Mr. SzuBiN. It might useful, although I always hesitate to bring 
up analogies, but it might be useful to bring up the analogy of tax 
avoidance and tax evasion. There are ways to do business inter- 
nationally that avoid the U.S. financial system. The U.S. financial 
system is still the primary way. It is, as I said, the gold standard, 
but there are ways to do international trade without it, and places 
like China and Russia, as you mentioned, are certainly looking to 
develop more robust alternatives. And, you know, in no small part, 
that might be a reflection of the fact that we have been a leader 
in putting sanctions on Russia due to their very unhelpful activities 
in Crimea, eastern Ukraine. 

But with respect to actions that would circumvent our banks, 
that would violate our sanctions, no, we have not seem them ac- 
tively doing that on behalf of Iran. 

Senator Reed. Thank you very much. 

Mr. Ambassador, any comments? 

Mr. Mull. No, we have not seen any activity like that either at 
the State Department. 

Senator Reed. Thank you very much. 

Thank you, Mr. Chairman. 

Chairman Shelby. Senator Corker, thank you for your indul- 
gence. 

Senator Corker. No. Thank you, sir. Thanks for having the 
hearing. 

Ambassador, you mentioned the snapback provisions in your 
opening comments, and, of course, for a snapback provision to 
work, you have got to have something to snap back to that is in 
place. And so I assume per your statement you agree with most of 
us here that extending the Iran Sanctions Act before it expires is 
something that would be good for this agreement. 

Mr. Mull. Senator Corker, obviously, the Iran Sanctions Act is 
in place until the end of this year. And, of course, we have 

Senator Corker. We leave here, you know, pretty soon, and we 
are not coming back. And so in order for there to be sanctions to 
snap back to, you would agree we need to get on with our business, 
would you not? 

Mr. Mull. Well, having the ISA in place or not is not necessary 
for snapping back. We have sufficient authority through various 
Executive orders already in place. 

Senator Corker. But you would not object to it because you real- 
ize there has to be a regime to snap back to, and so you would sup- 
port us doing our job and extending it, would you not? 

Mr. Mull. Well, the Administration is ready to work with the 
Congress on that question. We would have to see what form it 
would take. I know earlier this year there had been 

Senator Corker. Well, you know what form it would take. We 
have already passed it. It expires. And if we extend it, it would be 
in the same form. 
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Mr. Mull. Yes, sir, there have been various, slightly different 
variations in how it would be renewed, so we are certainly willing 
to have that conversation with the Senate. 

Senator Corker. Yeah, but you seem very wishy-washy on this, 
just for what it is worth, as you have been in multiple settings and 
it is very off-putting. Either you support the Iran Sanctions Act 
being extended or you do not. I would like a yes or no, because you 
cannot snap back to something that does not exist after January 
1st. 

Mr. Mull. Well, sir, yes, we can fully snap back to the sanction 
regime that was in place prior to the deal whether or not the ISA 
is in place. We have — I will try not to be wishy-washy. There are 
different forms of renewal of the ISA, some of which might have 
an impact on keeping our commitments under the JCPOA. So the 
Administration is very open to working with the Congress in ap- 
proaching that question. 

Senator Corker. Mr. Szubin, at the end of the day, Iran wants 
access to U.S. dollars most. Is that correct? 

Mr. Szubin. I would say the dollar and the euro are the two cur- 
rencies that they want the most. 

Senator Corker. So I know that we, per the sanctions we have 
in place relative to terrorism and human rights and other kinds of 
things, are precluding U.S. banks from participating, and you have 
discussed thoroughly the fact that U-turn transactions are not 
going to be allowed. But isn’t it a little strange that we are out 
marketing — and we are doing that — to other foreign banks, telling 
them that if they have dollar reserves, that is not going to affect 
their ability to do business with us, and they are more than free 
to do that. It is kind of a weird — it is strange to be so adamant 
about the fact that U.S. banks cannot do it, and yet you are out — 
you are doing this, we know this. I mean, Stuart Levey, who pre- 
ceded you, has written a great op-ed and has said that HSBC is 
not going to be doing business because of the continued problems 
that Iran poses to the world and the activities they have been in- 
volved in. 

But is it not somewhat duplicitous for us to be carrying out our 
diplomacy in the way that we are doing it, where we are encour- 
aging other people around the world to use their dollar reserves to 
make sure that Iran’s economy does come back, but over here 
smugly saying that we, in fact, are not doing that U.S. banks? 

Mr. Szubin. Senator, we are not encouraging foreign businesses, 
foreign banks to do this business. We try to steer clear of encour- 
aging banks to take on any business. It is just not our place as the 
Treasury Department to be encouraging that type of work, cer- 
tainly least of all with a country like Iran where we have active 
sanctions against them here in the U.S. 

What I think is fair and actually is our responsibility is that 
when we get the questions — and we get a barrage of questions 
every week, “Can I do this without getting into trouble with U.S. 
law? Can I do that?” — we need to be able to call it right down the 
line. 

Senator Corker. But it is strange policy, is it not, that we have 
foreign banks that we are clearing to use their dollar reserves to 
do business with Iran and not our own? 
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Let me move to another topic because my time is running out. 
If a bill were to pass the House and the Senate that in no way re- 
imposed the nuclear sanctions that were in place but used other 
sanctions to deal with the fact that, let us face it, I mean, Iran is 
not complying with UNSCR, the U.N. Security Council Resolution, 
relative to ballistic missile testing, right? I mean, they are not in 
compliance — would you agree with that? — with the spirit of that. 

Mr. SzuBiN. I would agree. 

Senator Corker. Well, that is a fact, and nothing has happened. 
And one of the things about this snapback provisions is we know 
they are ineffective because we know that Russia and China will 
do the same thing that they have done relative to ballistic missiles. 
They are not going to allow sanctions to be put in place. 

So if Congress were to pass sanctions — not the same sanctions 
that were utilized for the nuclear deal — on ballistic testing, on 
human rights, on terrorism, and those types of things, it would 
seem as if you all have not precluded that, and you all would not 
stand in the way of us doing that if we felt it was an important 
thing to do. Is that correct? 

Mr. SzuBiN. So, first, I would say the deal was structured in a 
way so that Russia and China, no matter how belligerent they 
want to be, cannot stand in the way of the U.S., even by ourselves, 
even if the Europeans are not with us, ensuring the full snap back 
of U.N. sanctions, and I think that is a very powerful aspect of le- 
verage in terms of keeping Iran to its commitments. 

Senator Corker. Except that none of them would be involved in 
it. It is not very powerful, but keep going. In other words, we would 
be, but they would not. 

Mr. SzuBiN. But we would have the ability to reinstitute all of 
the U.N. Security Council sanctions. I am not talking about U.S. 
sanctions, which, of course, we retain the ability 

Senator Corker. I know, but they would not participate in that. 
But keep going. We know they are not going to participate in that, 
and that is a ridiculous thought to think that if they do not agree 
with it, they are going to go ahead and put sanctions in place. It 
is very naive and sophomoric. But keep going. 

Mr. SzuBiN. I would dispute the characterization, but let me 
keep going. 

With respect to new sanctions to be put in place, as I mentioned 
in response to an earlier question, I think from Chairman Shelby, 
we would have to look at what are the sanctions affecting. If the 
sanctions are predicated on missile, on terrorism, that is all fair 
grounds. And we have said that consistently. In fact, we have not 
only said that to Congress; we have done that. We have imposed 
sanctions on 

Senator Corker. So we could do that, too. If we wanted to put 
additional sanctions in place that were not the nuclear-related 
sanctions, on human rights, on terrorism, and on ballistic testing, 
you would be OK with that? 

Mr. SZUBIN. What I would say is there is nothing in the JCPOA 
that would preclude that. Now, in terms of the Administration’s 
views, what it would go to is: What are those sanctions doing? If 
the impact of those sanctions is to say no dealings with Iran’s cen- 
tral bank, no purchasing Iran’s crude oil, no purchasing Iran’s pe- 
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trochemicals — the whole list of things that Congress engineered in 
order to get Iran to the table on the nuclear deal — if we were to 
put all of those back but call them terrorism or missile sanctions 
or human rights sanctions in lieu of calling them nuclear sanctions, 
I am confident that would be viewed as bad faith, not by Iran but 
by 

Senator Corker. But if there were sanctions different than 

Mr. SzuBiN. our colleagues around the world. 

Senator Corker. Sanctions different than that are not an issue, 
is what I am hearing. So I thank you for 

Mr. SZUBIN. I think there would be a lot of room for discussion 
on sanctions different than that, but that would be the analysis we 
would bring to the question. 

Senator Corker. Thank you. 

Thank you, Mr. Chairman. 

Chairman Shelby. Thank you. 

Senator Menendez. 

Senator Menendez. Thank you, Mr. Chairman. 

Mr. Secretary, first of all, my deepest condolences on the passing 
of your father. Rabbi Szubin was an extraordinary religious and 
community leader in Teaneck, New Jersey, and we all mourn his 
loss. 

And as someone who has been following Iran for a quarter of a 
century in the Congress and obviously did not support the JCPOA, 
I must say that I cannot think of anybody better to be in your posi- 
tion than you. And I think you are critical, your permanent ap- 
pointment is critical to the national interest and security of the 
United States. And even when we disagree on policy, I have no 
question that you vigorously pursue the law. And so I hope we will 
get to that point. 

Now, that is the easy part. I have a real concern. Ambassador, 
the way you answer the question, so let me put it more succinctly. 
If we take the Iran Sanctions Act as it was passed in law and do 
not change it at all, are you telling me that renewal of the law as 
it exists is in any way a violation of the JCPOA? 

Mr. Mull. Senator Menendez, what I am saying is that the Ad- 
ministration is ready to work with the Senate 

Senator Menendez. No, that is not my question. Please, do not 
give me State Department legalese. It is a very simple question. Is 
reauthorization of the Iran Sanctions Act that I and others were 
the architect of, as is, without any changes, reauthorizing it, and 
it expires in 7 months in an election year where we will be here 
very little, is such a reauthorization a violation of the JCPOA? Yes 
or no. It is either a violation or it is not — one of the two. 

Mr. Mull. Sir, we would have to look at that at the time that 
it was submitted for 

Senator Menendez. OK. So then that contravenes everything 
that we were told at the Senate Foreign Relations Committee that, 
in fact, the existence of the reauthorization and the reauthorization 
itself is not a violation of the JCPOA. And if you are going to her- 
ald that you are going to snap back to something, you have to snap 
back to what Secretary Szubin in his opening remarks admitted, as 
well as the Administration has at different times, that it was the 
sanctions regime that Congress was a significant part of struc- 
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turing that helped bring Iran to the negotiating table. It either is 
or it is not. You cannot embrace it in one moment and then throw 
it away in another. 

So we have 7 months before its expiration, and I cannot fathom 
for the life of me how we do not embrace authorizing it as it is so 
that at the end of the day the Iranians know that if in the out- 
years there is any violation, there is immediate snap back to the 
most significant sanctions that exist. 

Now, Secretary Szubin, let me ask you this: You recognize that 
the sanctions were a driving force at bringing Iran to the table. At 
the same time, those sanctions were never originally embraced by 
the international community. We had to work at it. America had 
to lead. It had to bring people in common cause. And that is nor- 
mally the case. Is that a fair statement? 

Mr. Szubin. It certainly is in this case. Senator. 

Senator Menendez. OK. So now, if U.S. leadership is impor- 
tant — and it is always going to be important. We are never going 
to get the world to automatically say, “Oh, yes, let us have sanc- 
tions.” We have had to lead. And if sanctions on non-nuclear issues 
with non-nuclear remedies to those sanctions, meaning not oil, not 
access to their reserves, but other consequential sanctions to indi- 
viduals and entities for violations of missile technology, in violation 
of U.N. Security Council resolutions for terrorism, for destabilizing 
the region, for human rights were pursued, that is not in violation 
of the JCPOA. 

Mr. Szubin. That is right. Senator, and we, I think, need to be 
very clear, not just in our words but in our actions, that we are 
going after those aspects of Iran’s activities. 

Senator Menendez. And here is my concern: So Stuart Levey, 
who was the Under Secretary for Terrorism and Financial Intel- 
ligence from 2004 to 2011, is an op-ed piece said, “On the one hand, 
Washington is continuing to prohibit American banks and compa- 
nies from doing Iran-related business. In February, FATF re- 
affirmed its prior concerns about the ‘serious threat’ Iran poses to 
the international financial system, urging countries to apply effec- 
tive countermeasures. The U.S. Treasury Department’s designation 
of Iran, including its central bank and financial institutions, as a 
primary money-laundering concern also still stands. As part of that 
designation. Treasury determined that ‘the international financial 
system [is] increasingly vulnerable to the risk that otherwise re- 
sponsible financial institutions will unwittingly participate in 
Iran’s illicit activities.’ ” 

And so he goes on to say that Secretary Kerry “is asking inter- 
national banks to do what U.S. banks cannot do, even though those 
are admitted risks.” 

So it is difficult to understand that — I understand that we have 
met all of our obligations under JCPOA. Is that not correct? 

Mr. Szubin. Yes, Senator. 

Senator Menendez. The process and whatever we had to do has 
been met. So if I have met all of my obligations, I do not under- 
stand why I have to go above and beyond and to suggest to other 
financial institutions outside of the United States that they should 
take a risk that, in fact, U.S. financial institutions do not. 
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And, finally, how is it that with the IRGC being such an incred- 
ible part of the very essence of business in Iran, so to speak, that 
we in essence are suggesting that you can have encouraging foreign 
entities to do business with Iranian entities yet threatening sanc- 
tions for possibly dealing with the IRGC on the other hand? 

Mr. SZUBIN. There is a lot in those questions, and I will do my 
best to be succinct. 

First, we are not encouraging foreign banks to take on this line 
of business, we are not encouraging foreign businesses to do so, and 
we are not try to minimize in any way all of those concerns outside 
of the nuclear file that you have cited. In fact, we have been calling 
attention to them through public remarks from the State Depart- 
ment and through designations from Treasury against these mis- 
sile actors, against human rights actors, against those supporting 
Hezbollah. So we are not trying to sweep any of that under the 
table. We know that it is a very complicated risk assessment if a 
foreign bank is looking at Iran and deciding whether or not to go 
in. And we are not trying to pretend that is otherwise. 

What we are doing is being very clear about what the sanctions 
scenario looks like, and so while it may be a very risky proposition, 
dealing with Iran in the sense of allowing their foreign reserves to 
flow, purchasing crude oil from them, purchasing petrochemicals, 
exporting car kits was once sanctionable. Even if it was as foreign 
actor whose business did not touch our shores, you could get in 
trouble with my office for doing that. And that is no longer the case 
after Implementation Day. 

That is what we need to do. We need to just be calling it right 
down the line. And I would pick up on Senator Corker’s comments 
that that is a strange posture to be in where we have got tough 
U.S. sanctions in place but foreign actors are allowed to do the 
business. I concur. It is also the norm when it comes to our sanc- 
tions. Our sanctions on al Qaeda, on ISIL, our sanctions on Hamas, 
U.S. companies are held to our standards; foreign companies are 
held to different standards, and typically their sanctions regimes 
are not quite as high. That does not mean we are not working to 
raise them, but that difference and perhaps that awkwardness is 
one that we live with every day at Treasury. 

I am sorry. Now I am forgetting the final piece of your question. 

Senator Menendez. IRGC. 

Mr. SzuBiN. Yes, so the IRGC does have a foothold in a lot of sec- 
tors in Iran’s economy, and that is something that we are pushing 
back against. I think right now this moment is actually a moment 
of great potential because we are hearing for the first time not just 
U.S. Government officials saying, “You have to look at what the 
IRGC is doing. It is a pernicious influence within your economy.” 
You are hearing foreign banks, foreign companies, foreign potential 
investors saying to the Iranians, “I cannot come in. This looks like 
the IRGC is in that sector, and I am not comfortable with that.” 

That produces, I believe, very constructive pressure within the 
Iranian system, and believe me, there are those within the Iranian 
system who would like to see the IRGC pushed out, who would like 
to see real economic reform occur. And the fact that we now have 
international voices, commercial voices with money who Iran is try- 
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ing to incentivize saying that same message is very helpful right 
now. 

Chairman Shelby. Senator Kirk. 

Senator Kirk. Thank you. 

Mr. Szubin, I wanted to take you back to May 12th when Mr. 
Levey published an important op-ed in the Wall Street Journal. As 
he said, the Administration is pressuring foreign banks to do more 
business with Iran. In the op-ed, Mr. Levey explains why HSBC 
and many U.S. banks have absolutely “no intention of doing . . . 
business involving Iran.” 

Mr. Szubin. Yes, thank you. Senator. Obviously, Mr. Levey is not 
just a former mentor of mine but a close friend. 

Senator Kirk. He was your boss for 7 years. 

Mr. Szubin. That is right, and remains a close friend, and it is 
nice to see his picture up behind you, to have a friendly face up 
there on the dais. 

Mr. Levey is speaking for HSBC, and he has been very clear 
about what HSBC is going to do with Iran and, more importantly, 
what they are not going to do with Iran, and that is their preroga- 
tive. It is every bank’s prerogative to decide what they are com- 
fortable doing and what they are not comfortable doing. And it is 
not for us in the U.S. Government to try to substitute our judgment 
for theirs or try to push on their calculus. 

What we do have to do and will continue to do is set out what 
our sanctions guidelines are right down the line. 

Senator Kirk. When you testified, I wrote down your words here: 
“unhelpful,” “not good.” You sound like you are an advocate for 
sanctions against Iran. 

Mr. Szubin. I am also an implementer of sanctions against Iran. 

Senator Kirk. You keep up with the intelligence, don’t you, as 
Under Secretary for Intelligence and Terrorism? Could you please 
tell me what the Iranians reported to have written on the side of 
the Shahab-3 missile that they just launched? Do you even know 
what they said? 

Mr. Szubin. Yes, Senator, and here I want to be clear: I am not 
referencing intelligence but, rather, open press reports appropriate 
for this setting, which said that they wrote, I believe, “Death to 
Israel.” That is not the exact quote, but something to that effect on 
the side of the missile. 

Senator Kirk. They wanted to say to wipe Israel off the face of 
the Earth. For such a distinguished religious scholar such as your 
dad, what would he have thought about that sentiment? 

Mr. Szubin. He would have been appalled but not surprised. 
That, sadly, lamentably, is not a new statement coming out of Iran. 
And it is one that we have heard from previous Iranian administra- 
tions. It is the reason why we were all so concerned that their nu- 
clear program was proceeding unchecked and they were bringing 
more and more centrifuges online. 

When I came to Treasury in 2005-06, I frankly did not think we 
had a more serious, more pressing National security threat than 
Iran’s advancing, unchecked nuclear program because of, in part, 
the attitudes that you are describing. 

Senator Kirk. Let me go to another subject. We understand from 
various sources that the Iranians have now executed over 1,000 
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just for being gay. What is your comment on that record of human 
rights? 

Mr. SzuBiN. Iran has a deplorable record of human rights, and 
it is not just with respect to gay people. They have been perse- 
cuting religious minorities 

Senator Kirk. So you would agree they have killed about 1,000 
people just for being gay. 

Mr. SzuBiN. I do not know the statistics on that, but the record 
is pretty clear with respect to their abuse of human rights within 
Iran. It is against political dissidents. It is against religious minori- 
ties, against their gay population. And Iran needs to be held ac- 
countable for that. It is something that the State Department has 
been very vocal about, not just in their public reports but in private 
meetings with Iran. I do want to note the very important success 
that my State Department colleagues had in bringing back a series 
of American detainees who had been held in Iran for a very long 
time and getting them back here to their families. And I think we 
are all very grateful for the hard work that 

Senator ifiRK. I might point out that ransom tends to work in 
bad situations and incur more kidnappings. 

Mr. SzuBiN. Well, there was no ransom paid. There were 

Senator Kirk. I would beg to differ. 

Mr. SzuBiN. There was a prisoner exchange with respect to Iran, 
and I was very glad to see that carried out and to see those Ameri- 
cans come back home. 

Senator Kirk. A hundred billion bucks a guy is a high ransom 
payment. We would pretty much run out of money quickly if we 
were paying ransom rates at that rate. 

Mr. SzuBiN. So the $100 billion I believe you are referencing is 
a figure that states Iran’s total foreign reserves. That is not money 
we gave them. That is Iran’s total foreign reserves. In reality, 
about $50 billion of that is gone. It has been committed to bad 
loans or to propping up their banks. Iran does not have access 
to 

Senator Kirk. I am glad you mentioned bad loans because I 
wanted to go in how you do not speak for us here in the Senate, 
that we have views about what good practices should be. I would 
say on this Committee I will be encouraging our members to fur- 
ther define the subject of what a good fiduciary does, and investing 
in Iran is not that. And if you are seeking to do more and more 
business, we will see you as more of a systemic risk here in this 
Committee. 

Mr. SzuBiN. We certainly hear you loud and clear. Senator, and 
agree 

Senator Kirk. Because of killing of gay people left and right, you 
are kind of an unstable personality. 

Mr. SzuBiN. Yeah, so we will ensure that we enforce our sanc- 
tions, that American companies are not investing in Iran, and that 
we keep this embargo in place, as the Senator was saying, until we 
see Iran complying with a whole host of concerns that the U.S. 
Government and our Congress maintain. 

Senator Kirk. Thank you. 

Chairman Shelby. Thank you. Senator. 

Senator Tester. 
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Senator Tester. Thank you, Mr. Chairman, and I want to echo 
what so many on this panel have said and that I believe you, Mr. 
Szubin, need to be confirmed if we are going to talk about really 
bearing down on terrorism. You do play a critical role in that and 
the many other trafficking things that happen out of Iran. So I do 
not get it, quite frankly, why you still are in limbo, but you are still 
in limbo, and I think it is an incredible disservice to a person of 
your talent and your ability, and I apologize for that, and hopefully 
we can get you across the finish line sooner rather than later. I 
want to thank you both for your service. You both do not have to 
answer these questions, but if you disagree with one another, let 
me know. 

Mr. Levey had said, as was said earlier, that we are encouraging 
other banks to do what we cannot do in Iran. Is that correct? 

Mr. Szubin. No, Senator. 

Senator Tester. OK. Is the Administration in any way, Kerry or 
otherwise, encouraging other banks to do business in Iran? 

Mr. Mull. No, sir. We are explaining U.S. sanctions law. 

Senator Tester. Is Kerry lobbying banks, not our banks — or our 
banks, any bank, to do business in Iran? 

Mr. Mull. No, sir. 

Senator Tester. OK. This is the damnedest hearing I have ever 
been at in my life, quite frankly, because I have heard accusations 
being made right and left, and you guys have refuted them. Now, 
it is one of two things. Either the information is not good, or you 
guys are not telling the truth. I am assuming the information is 
not good, because I appreciate what you are doing. 

I want to ask you something, Mr. Mull. The snapback provisions 
that were talked about by my friend Bob Corker and my friend Bob 
Menendez, is it your intention to snap those previous sanctions 
back in total if Iran violates this agreement? 

Mr. Mull. Sir, I think if Iran violated the agreement, we would 
first apply a very careful and quick analysis to how severe the vio- 
lation is. The gold standard that we apply in making decisions is 
the concept of breakout time: How long would it take Iran to 
produce a nuclear weapon? If Iran inadvertently exceeds a limit, as 
briefly happened in the heavy-water account earlier this year 

Senator Tester. Yes. 

Mr. Mull. Then we talked to them. They brought it under. They 
came quickly back into compliance. 

If, however, Iran took steps to violate the core requirements of 
the agreement that affected its ability to rapidly build a nuclear 
weapon, I can assure you we would move very swiftly to reimpose 
the appropriate degree of sanctions that had existed before. 

Senator Tester. OK. Can you tell me, there was a statement 
made earlier by one of the Senators that we have allowed Iran to 
maintain a significant part of their nuclear infrastructure. Could 
you shed some light on that, either one of you? 

Mr. Mull. I will be happy to take that question. Senator. In fact, 
Iran has significantly reduced and constrained its nuclear program 
by removing more than 12,000 centrifuges and dismantling them 
and putting them into permanent storage as well as removing 
25,000 pounds of enriched nuclear material that could have been 
used to build a bomb. 
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There are some elements of an enrichment program that are al- 
lowed to exist under the deal, under very tight control. Its entire 
nuclear program is under 24/7 monitoring by the IAEA through in- 
spections, cameras, and other monitoring capabilities, unlike any 
other in the world. 

Senator Tester. OK. There was some discussion here on the 
snapback provisions that Russia and China would not be a part of 
them. Mr. Szubin, I think you agreed with that. And, regardless, 
that does not mean we could not bring those sanctions back on. Is 
that correct? 

Mr. Szubin. Yes, Senator, my point was, first, on the procedural 
aspect that the deal is set up in a way that any one country — obvi- 
ously, we would try to build a coalition of countries 

Senator Tester. Sure. 

Mr. Szubin. including, ideally, all the P5 h- 1 were Iran in 

breach to say we need to snapback sanctions. But in the absence 
of that, any one country, if it finds Iran to be breaching its commit- 
ments, can ensure the full snap back of the U.N. Security Council 
sanctions. 

Senator Tester. I have got it. So if we could take a step back, 
it seems to me that same argument could be used, could have been 
used when this was in front of us, when we had the P5 h- 1 who all 
thought this agreement should go forward. If we would have said 
no, do you think those other countries would have gone forward re- 
gardless? 

Mr. Szubin. It would have been, from a sanctions perspective, 
impossible to go forward with this deal without the U.S. 

Senator Tester. Right. 

Mr. Szubin. Because the U.S. obviously as a member of the Secu- 
rity Council needs to approve changes to any Iran resolutions in 
the United Nations, and any changes to our own sanctions obvi- 
ously require us as well. 

Senator Tester. OK. Thank you very much, Mr. Chairman. 

Chairman Shelby. Senator Cotton. 

Senator Cotton. I want to return first to an exchange that Sen- 
ator Kirk had. We did not have a prisoner exchange. We released 
duly convicted prisoners in our courts of law, and we waived war- 
rants that were outstanding. They released hostages. I agree with 
Senator Kirk that the money that was associated with those pay- 
ments was ransom, but we do not have to get into semantics. 

I would like to know this: That $1.7 billion that was released in 
close proximity to Iran’s release of our hostages, how did we pay 
that? With dollars? 

Mr. Szubin. I do not believe that dollars were used in those pay- 
ments. 

Senator Cotton. Does the Treasury Department just have bil- 
lions of Iranian rials sitting around the basement? 

Mr. Szubin. No, but Iran has accounts in Europe and in other 
third countries, and we can certainly make currency available in 
other denominations. 

Senator Cotton. And what was that? What currency was it? 

Mr. Szubin. I would need to go back and check on that, but I 
would be happy to get you those answers afterwards. 
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Senator Cotton. I would like that for the record, please. I would 
also like for the record the currency in which we will pay $8.6 mil- 
lion for Iran’s heavy water, the purchase of which was announced 
recently. 

Ambassador Mull, are we obligated under the JCPOA to buy 
Iran’s heavy water? 

Mr. Mull. No, sir. 

Senator Cotton. If we had declined to purchase that heavy 
water, do you believe that would be a legitimate reason for Iran to 
withdraw from their obligations under the JCPOA? 

Mr. Mull. No, sir. Iran was compelled under the terms of the 
deal to stay below the cap of 130 metric tons of heavy water. They 
had the responsibility to dispose of that excess heavy water by of- 
fering it for sale and delivering it to a foreign buyer. 

Senator Cotton. Secretary Moniz stated that purchase was 
going to be a one-time purchase, so I offered an amendment that 
would merely codify that commitment. Yet the President issued a 
veto threat of the amendment. Is the Energy Department planning 
on making further purchases of Iran’s heavy water? 

Mr. Mull. Secretary Moniz has explained to me that, no, he does 
not — the Energy Department does not plan any future purchases at 
this time. However, heavy water is something very important to 
our scientific and medical research community. The market supply 
is unpredictable, and so the Administration is reluctant to foreclose 
the possibility of buying heavy water where we are able to. 

Senator Cotton. Which is why we frequently buy it from allies 
like Canada and India. 

Moving on, I want to return to questions that Senator Corker 
and Senator Menendez had and just get a clear answer. Will the 
Administration commit to a pure extension of the Iran Sanctions 
Action, yes or no? 

Mr. Mull. Senator, all I can say is that the Administration is 
ready to work with the Congress in studying that question. 

Senator Cotton. You also would not commit to Senator Menen- 
dez that such an extension, not a substantive change, just striking 
the date and extending the current terms, might be a violation of 
the JCPOA. 

Mr. Mull. No, I did not say yes or no that it would 

Senator Cotton. To use Senator Corker’s language, you were 
wishy-washy in replying to Senator Menendez. 

Mr. Mull. Well, there have been 

Senator Cotton. Let me put it this way: Does the Iran Sanctions 
Act currently violate the JCPOA? 

Mr. Mull. Well, the JCPOA came into effect with the Iran Sanc- 
tions Act still in place. 

Senator Cotton. I find it hard to believe that a simple extension 
of it, changing nothing but the date, would, therefore, be a viola- 
tion. 

Has the State Department designated any Iranians as human 
rights violators since the JCPOA was finalized? 

Mr. Mull. Since the JCPOA was finalized last July, there have 
not been — although there has been a history of multiple sanctions 
on human rights grounds, especially since the passage of the 
CISADA Act in 2010, there have not been any sanctions imposed 
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for human rights grounds since July of last year. However, the 
State Department continues to fight very hard to shine a spotlight 
on human rights violations in Iran through the United Nations, the 
Human Rights Committee, also through our regular reporting on 
the International Religious Freedom Report, the Human Rights Re- 
port, Trafficking Persons Report. 

Senator Cotton. So I understand all that, but I will infer that 
Iran’s human rights record has miraculously changed in the last 
year then. 

Mr. Mull. No, sir. 

Senator Cotton. Mr. Szubin, I want to move to the question 
which is in some controversy here but also in public debate: the 
total value of sanctions relief that Iran will receive. For the record, 
I know the answer from private briefings on my other committees. 

1 would like to know from you, though, in public here, what is the 
total value of sanctions relief Iran will receive from the JCPOA? 
Just top line. I do not need to know how much debt they have or 
bad contracts or anything else. What is the amount of sanctions re- 
lief they will receive? 

Mr. Szubin. Senator, our top-line figure in terms of their new ac- 
cess to reserves is around $50 billion. That is 

Senator Cotton. $50 billion, 5-0? 

Mr. Szubin. Yes, Senator, that is what I have testified here be- 
fore this Committee and what we have said publicly. Your ques- 
tion, though, is asking a bigger question, which is: How much relief 
will Iran get, not how much of their foreign reserves are coming 
out from under escrow? Relief obviously takes the form of new oil 
sales. Iran is selling more oil than they were when they were under 
those sanctions restrictions that Congress put in place. Iran is sell- 
ing more petrochemicals. Iran is able to import autokits to try to 
get its auto industry back online. 

Senator Cotton. So $50 billion, though, that is the gross sanc- 
tions relief that they might receive? Not net. Not net of any bad 
contracts or debt they have to other countries. The gross sanctions 
relief they will receive. 

Mr. Szubin. No, sir 

Senator Cotton. President Obama suggested in an interview 
with Jeffrey Goldberg in The Atlantic last month that it might be 
as high as $150 billion, 1-5-0. 

Mr. Szubin. Senator, I want to be very precise. I am happy to 
answer as many questions as you have on this. But I think it is 
important to be specific about our terms. Fifty billion is not new 
money that we or the P5 h- 1 are giving Iran. That is Iran’s own for- 
eign reserves that were bottled up in escrow accounts under the 
sanctions. As of Implementation Day, those restrictions came off. 
Iran has access to those today. 

That is not the total value of the deal to Iran. Iran is also looking 
to the deal to provide new trade, new investment. It has been 
slow 

Senator Cotton. No, I get that. Barack Obama has brought 6- 
percent economic growth to Iran even though he has only brought 

2 percent to the United States. I am talking about the gross value 
of sanctions relief. CIA Deputy Director David Cohen last year, 
when he was still at the Treasury Department, testified that $100 
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billion in Iranian foreign currency reserves were blocked by sanc- 
tions before the JCPOA. 

Mr. SzuBiN. That is correct. 

Senator Cotton. Is that an accurate figure? 

Mr. SzuBiN. Yes. 

Senator Cotton. So now they are no longer blocked. 

Mr. SZUBIN. That is right. Those restrictions on Iran’s foreign re- 
serves have been released, which means Iran can now access its 
foreign reserves. The total amount of those reserves that are acces- 
sible is $50 billion at most, and that is our conservative estimate, 
but that continues to he our estimate. 

Senator Cotton. Mr. Mull, you look like you would like to re- 
spond. 

Mr. Mull. No. I completely agree with my 

Senator Cotton. OK. Well, for the record, I would like to say 
that this Administration continues a longstanding pattern of mis- 
leading the American people in public settings and telling the Con- 
gress the truth in private settings. 

Chairman Shelby. Senator Heitkamp. 

Senator Heitkamp. Thank you, Mr. Chairman. And once again I 
will go on the record saying that I sleep easier knowing, Mr. 
Szubin, that you are on the job. I greatly appreciate that you take 
your enormous talents and incredible ability to serve our country 
in a role that is so incredibly critical to our security. I think it is 
hard sometimes when we are home to explain how a position at the 
Department of Treasury could be so critical to our national security 
interests. And I also stand appalled, quite honestly, that your con- 
firmation is pending. Yesterday, I do not know if you had an oppor- 
tunity to see the testimony of — or the questioning of my friend Joe 
Donnelly who questioned a number of people very critical of the 
Iranian deal basically all saying what high regard they had for you. 
And since your father was mentioned earlier, I want to express our 
regrets at his passing in March. He was quite an enormous figure 
in his community and, I know, a great inspiration to you. And any- 
one who questions your patriotism on this issue, shame on them. 
I know where your heart is. We have spent a lot of time. 

But I want to get to the questions. Ambassador Mull, in the last 
7 months since the deal was reached and the 4 months since the 
IAEA verified that Iran had met their commitments required to 
trigger implementation of the deal, how would you assess Iran’s 
level of follow-through on its commitments? Are there any areas 
that you believe Iran has not been forthcoming? And the great con- 
cern that we expressed during our trip to the IAEA was that we 
do not want erosion of this deal, and it is the steady — you know, 
kind of like when somebody is a little kid and they just take an 
inch, take an inch, and take an inch and pretty soon have a mile? 
We do not want them taking an inch. And so we need to know from 
you what you are doing. Have you seen any incremental creep in 
terms of noncompliance and what currently is being done? And 
what is the appetite at the International Agency to make sure we 
do not see that creep? 

Mr. Mull. Yes, ma’am, thank you. That is an excellent question. 
I have to tell you, when Secretary Kerry asked me to take this job 
last summer, he was very clear that we must have zero flexibility 
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in interpreting the very strict and very specific requirements of this 
159-page deal, and we take that operating instruction to heart 
every single day that my team and I show up for work. 

I can tell you — and the IAEA has confirmed this in its reporting 
since Implementation Day — that, in the main, Iran is compliant 
with the requirements. It undertook all of the measures it com- 
mitted to do during the negotiations of this deal. 

Senator Heitkamp. And it is your testimony today that there has 
been no, even, as you would see it, immaterial breach of this agree- 
ment? 

Mr. Mull. So what I would say. Senator, is that there have been 
a handful of occasions since this deal was agreed to last July in 
which Iranian activities raised some questions about Iran’s intent 
in undertaking those activities. For example, the IAEA documented 
in February that for a very short time since Implementation Day, 
Iran slightly exceeded the cap on the amount of heavy water it is 
allowed to have. The monitoring system worked perfectly. The 
IAEA immediately alerted all of the agreement parties that this 
had happened. We engaged with Iran. Iran responded, saying, 
“Yes, we will bring it under immediately,” and within a matter of 
days, shipped out 20 tons of the material to bring it under compli- 
ance again. 

As I mentioned, there have been a few other — a handful of other 
instances like that. We have briefed the Senate privately, in closed 
session, every time that those have happened. Every single time, 
Iran has responded to those conversations to bring itself in compli- 
ance according to our understanding. 

Senator Heitkamp. OK. Mr. Szubin, I think that there is a nar- 
rative that is being written sometimes — and it depends on who you 
are — up here that we no longer are interested in any sanctions 
against Iran because we do not want to upset the internal political 
structure of that country resulting in maybe a less friendly or more 
conservative election. Can you respond to that? Because I think a 
lot of what we are talking about here is human rights violations, 
obviously antiballistic missile. You know, how are we going to 
maintain a sanction regime on those things that go outside or have 
never been part of this deal? And is there an attitude within the 
Administration that we are not going to sanction based on concern 
about internal politics in Iran? 

Mr. Szubin. Not at all. Senator. The guidance I have been given 
from Secretary Lew and from the Administration is to keep at it 
when it comes to Iran’s non-nuclear behavior. And if that were not 
the case, you would not have seen us coming out with designations, 
new asset freezes, new sanctions, even since this agreement was 
entered, even since Implementation Day in January. 

Since the beginning of January, we have gone after ballistic mis- 
sile procurement rings. We have gone after the liquid fuel and pro- 
pellant industry within Iran and those who are procuring on their 
behalf. We have gone after Hezbollah money launderers, who are, 
after all, an Iranian proxy. And we have gone after Mahan Airlines 
and their procurement agents. That is an Iranian airline that is 
being used by the IRGC Qods Force to ferry munitions and military 
advisers to places like Syria and Yemen. We would not be doing 
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any of that if we were trying to take a soft-glove or a hands-off ap- 
proach with respect to Iran. 

Finally, I just wanted to thank you, Senator Heitkamp, and Sen- 
ator Menendez for the very kind words about my father. I deeply 
appreciate them. 

Senator Heitkamp. Thank you. 

Chairman Shelby. Senator Rounds. 

Senator Rounds. Thank you, Mr. Chairman. 

Mr. Szubin, I am not sure that there is a better placed individual 
in the executive branch than you to speak authoritatively on sanc- 
tions relief, and I would like to just address two items because I 
really would like to see if we cannot get to a factual agreement on 
what has happened so far. I want to just begin. I understand — and 
we have asked the Secretary about the Iran sanctions which will 
expire in December, and I understand that you have been involved 
in explaining to individuals who ask questions about what is in vio- 
lation and what is not in violation of the JCPOA. And part of that, 
I would imagine, is under the sanctions which are currently in ef- 
fect that will expire in December. And I am just curious. I think 
Senator Menendez was on the right track when he was not asking 
whether or not the Administration would consider it but, rather, if 
it would be in violation of the JCPOA. And I would like to give you 
the opportunity as well to respond in your role and interpretation 
of these. If we were to extend the Iran sanctions in December, 
would that be in violation of the JCPOA? You are probably the best 
person out there that has looked at this. 

Mr. Szubin. Well, I appreciate the confidence. Senator. I think 
with respect to what the international agreement says, I would 
defer to the State Department. But what I can tell you from a sanc- 
tions implementation perspective is that when we are out there ex- 
plaining to foreign Governments, foreign banks, not just what the 
sanctions landscape looks like through the end of this year, 
through the end of December, but what the sanctions landscape 
will look like going into 2017, 2018, and beyond. We presume that 
those authorities will be there to be put back in place. In other 
words, that the sanctions that have been lifted or relieved as part 
of the JCPOA, when we talk about snap back, we talk about snap- 
ping all of them back. And that does not mean snapping a portion 
of them back. 

Senator Rounds. So your understanding is you explain it to 
other entities that are asking specific questions so they stay in 
good graces with our Government and with the Treasury Depart- 
ment, you basically explain to them, based upon having these sanc- 
tions in place? 

Mr. Szubin. Yes. 

Senator Rounds. Thank you. Let me ask another question then 
as well, and that is, we are talking a little bit, and you have tried 
to be specific, but I think there are still some misunderstanding 
with regard to the assets that Iran has access to. I will try to put 
this in a way so that you can answer in a public setting based upon 
publicly available information. 

First of all, does the Administration count committed assets to 
the sanctions relief total? We have got some assets which are com- 
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mitted. They are held. All right. But also those have heen — they 
are perhaps — another word would be “pledged” assets? 

Mr. SzuBiN. Exactly. 

Senator Rounds. All right. 

Mr. SzuBiN. So we would count those as among the 100 billion 
that exist no paper, but those are not accessible, in the same way 
that my house, which is under a heavy mortgage, is not accessible 
to me. If I wanted to sell that on the open market, I could not. It 
belongs to the bank. 

Senator Rounds. I think part of where the question comes in is 
that if you tell someone that you have restricted their ability to 
that asset now — and by that I mean the asset may be a business, 
and it is mortgaged, and you say we are going to release our hold 
on it, even if someone else also has a hold on it, you have now 
made it more liquid than what it was before. Is that a fair state- 
ment? 

Mr. SzuBiN. I do not know that I would agree with that. In other 
words, if you are talking — and we can be very specific even in this 
setting. If you are talking about collateral that Iran has put down 
in a third country to basically serve as the collateral for extensions 
of credit or foreign trade from that country, that is not liquid. Iran 
cannot get it back. 

Now, the fact that there might have once been two restrictions 
on that and there is only one now, I do not view it as liquid. We 
do not view those as accessible. 

Senator Rounds. But our relief for them of sanctions on assets 
they had are $100 billion or more? 

Mr. SzuBiN. The total Iranian foreign reserves, if you are talking 
from the books perspective, was $100 billion. 

Senator Rounds. OK. 

Mr. SzuBiN. The amount of that that is accessible now after Im- 
plementation Day 

Senator Rounds. Is $50 billion. 

Mr. SzuBiN. we put at $50 billion. And I also want to add, 

because Senator Cotton raised sort of a reference to the fact that 
he might be hearing something different in a closed-room setting, 
in a classified setting — I obviously cannot talk about intelligence 
today, but I can tell you that that figure is the same, whether we 
are briefing in a SCIF or whether we are briefing in this setting. 
So I do not know what Senator Cotton was referring to. Obviously, 
he has left, and I am sorry for that, but we would be happy to talk 
with you. Senator, or with any others on this Committee. 

Senator Rounds. There is a discrepancy there because I have at- 
tended the same meetings, and I have heard different numbers as 
well. 

Mr. SzuBiN. OK. Then I would be very eager to follow up with 
you there. 

Senator Rounds. OK. Now, if I could, and I recognize that my 
time has expired, but I am just curious if these — no, I will — thank 
you, Mr. Chairman. I appreciate it. My time has expired. 

Chairman Shelby. Senator Warren. 

Senator Warren. Thank you, Mr. Chairman. 
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I want to say, Mr. Szubin, I am very sorry to hear about your 
father. I know this is a difficult time for you and your family. I ap- 
preciate your being here with us. 

Last July, the United States and its applies reached an agree- 
ment with Iran to roll back its nuclear program in exchange for re- 
lief from some economic sanctions, and skeptics of the deal at the 
time predicted that it would yield a giant payday for Iran. But a 
recent report by former Treasury officials and other sanctions ex- 
perts concluded that, and I am going to quote here, “Contrary to 
myriad public claims, the implementation of the Joint Comprehen- 
sive Plan of Action did not lead to a $100 to $150 billion immediate 
windfall for the Iranian regime and a rapid groundswell of new in- 
vestment revenue.” 

So, Under Secretary Szubin, I just want to highlight this point. 
How much relief has Iran actually received from previously frozen 
assets so far under the nuclear deal? 

Mr. Szubin. There is about $50 billion in previously escrowed as- 
sets that Iran now has full legal access to as a result of coming into 
compliance with their nuclear commitment. 

Senator Warren. OK. So they have $50 billion that they will 
have legal access to. Have they accessed all of that yet? 

Mr. Szubin. So that is a trickier question to answer because it 
is not Iran’s goal to move all those 50 to someplace new. 

Senator Warren. Fair enough. But we are looking at 50. That 
is all I needed. 

Mr. Szubin. Yes, we are looking at 

Senator Warren. We are looking at 50. That is kind of the top 
number there. And how does that number compare to Iran’s domes- 
tic economic needs. 

Mr. Szubin. It is dwarfed by those economic needs. We have tes- 
tified in the past and we continue to assess that Iran is facing 
about $500 billion in economic needs just to bring their economy 
back to ground level. 

Senator Warren. So at least ten times the amount that they re- 
ceived in the frozen 

Mr. Szubin. Yes. Yes, Senator. 

Senator Warren. From the previously frozen assets. 

Mr. Szubin. Including things like unpaid pensions and raided 
funds that Iran needs to now reconstitute. 

Senator Warren. OK. So it seems like it is a very small amount 
in comparison to their full economic needs. 

Mr. Szubin. I would agree with that characterization. 

Senator Warren. OK. Iranian officials are complaining about 
what they see as the slow pace of sanctions relief and the lack of 
additional foreign investment that they expected as a result of the 
nuclear deal. But Iran faces barriers to foreign investment that go 
well beyond the complexities of longstanding nuclear-related sanc- 
tions that were recently lifted. Iran has a long history of money 
laundering, terrorist financing, corruption, all of which deter for- 
eign investment and contribute to Iran’s bad reputation globally. 

So, Under Secretary Szubin, instead of blaming the United 
States for its failure to emerge from economic isolation, what steps 
should Iran be taking if it wants to become a responsible member 
of the international financial and commercial system? 
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Mr. SZUBIN. Well, that is a critically important question, and the 
answer it calls for is quite a long one because, as you note, there 
are concerns about Iran’s behavior across a whole range of conduct. 
Obviously, being designated by the international standard-setting 
body on money laundering and corruption, the FATF, as on their 
black list is not a good place to be if you are trying to attract in- 
vestment, if you are trying to attract trade. 

To the credit of President Rouhani in Iran, I think they are fi- 
nally internalizing the fact that if they do not start addressing 
these areas, they are not going to see the foreign business come in; 
they are not going to see the investment pour in. And so we do see 
Iran probably for the first time grappling with some of these issues. 

Senator Warren. So Iran may comply with the nuclear deal and 
get the sanctions lifted, but if they fail to grapple with their other 
problems, with terrorist financing, with the lack of transparency in 
their economy, then you are saying they really are not going to be 
able to rejoin the Nation’s economic system and not be able to build 
much of a future for themselves. 

Mr. SzuBiN. There is a lot of truth to that. Senator. I do try to 
resist sort of the black or white 

Senator Warren. Fair enough. 

Mr. SzuBiN. analysis here because I think the reality is 

somewhere in between. And we are accused in some corners of hav- 
ing generated a windfall for Iran. That is not the case. We are ac- 
cused by the Iranians of having provided zero sanctions relief and, 
therefore, reneging on our commitments. That is not the case. 

First of all, we have fulfilled every one of our commitments. With 
respect to the business climate, it is complicated, and there are a 
lot of factors that are causing banks and institutions to pause. As 
I said, there is some progress that we see from Iran, but there is 
a long way for them to go. And I think your bottom-line conclusion 
that it is going to take some time is accurate. I think Iran has a 
lot of work to do. 

Senator Warren. Well, I think it is very important to know, as 
Congress goes from, because, you know, it is no secret that there 
are some people in Congress who are committed to seeing the Iran 
nuclear arrangement fail at any price, and we are hearing a lot of 
rumbling about holding up sanctions relief even if Iran complies 
with the deal, which may be good politics for some Senators, but 
it seems to me that it plays directly into the hands of the 
hardliners in Iran who want to blame the West for their economic 
woes. 

As you rightly point out, Iran must implement serious structural 
reforms, crack down on money laundering, stop sponsoring ter- 
rorism, if it wants to attract sustained investment. But the best 
way to change Iran’s behavior is to keep the pressure on. The worst 
is to try to score political points in a way that gives the Iranians 
an excuse not to make the changes that they need to make. 

It seems to me that our job is to make sure that if Iran rejects 
comprehensive reforms, then it has no one to blame for its eco- 
nomic problem except itself. Thank you. 

Thank you, Mr. Chairman. 

Mr. SzuBiN. I agree. Senator. 

Chairman Shelby. Senator Vitter. 
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Senator Vitter. Thank you, Mr. Chair. Thank you both for being 
here. 

As you know, a bipartisan majority of this Committee and of the 
Senate opposed the Iran deal, thought it was a bad deal. But I 
think what you are hearing today is an additional major concern 
that I share. Since the deal, a lot of us are seeing two things: Iran 
taking horrible, negative, bad actions against us, against our allies, 
since then, in many areas, terrorism, human rights, ballistic mis- 
siles, on the one hand; on the other hand, we have helped them be- 
yond our obligations under the deal. And that, in addition to the 
deal, is very concerning to a lot of us, what Senator Toomey talked 
about, what Senator Cotton talked about. Is that characterization 
not correct? 

Mr. SzuBiN. Senator, I certainly agree that we have seen Iran 
come into compliance with their commitments under the deal. 
What I would say from our end is we have done the same. I do not 
see us encouraging foreign companies, foreign banks to do business. 
That is not something we do in any context, least of all in this one. 

Senator Vitter. What about the heavy water transaction? You 
all have testified that was not an obligation of ours under the deal, 
correct? 

Mr. Mull. Yes, sir, that is right. It was not part of the deal. 

Senator Vitter. So what did we get for that? They clearly want- 
ed it. They wanted that outlet. They wanted those dollars. What 
did we get out of it? 

Mr. Mull. We got out of it a supply of heavy water that is very 
important to scientific and commercial research. 

Senator Vitter. For which we have had multiple other avenues 
from allies, correct? 

Mr. Mull. Not exactly true. For example, the principal pro- 
ducers, we do not have an heavy water production capabilities, our 
own in the United States. The principal 

Senator Vitter. Mr. Mull, you are not really suggesting that we 
did that deal because we needed the heavy water and we could not 
get it elsewhere. You are not really suggesting that. 

Mr. Mull. Yes, sir, for example, there are only two countries 
that regularly export heavy water: Canada and India. Canada 
ceased production of heavy water in 1997 and only sporadically 
makes it available. The quality of the Indian water, the other 
source of supply, does not completely fit with our domestic require- 
ments here in the United States. So in the marketplace, Iran was 
obligated to reduce its holding of heavy water, and 

Senator Vitter. Let me just move on and say that the response 
that we did it because we needed that supply of heavy water, I do 
not think anyone believes that. It was helpful to Iran. It was help- 
ful as an outlet. It was helpful for their dollars. This notion that 
Secretary Kerry is meeting with these foreign banks for informa- 
tional purposes, when calls come into the State Department about 
what different treaty obligations are and what they mean, are all 
those calls put through to John Kerry’s desk? Does he field all 
those calls? Does he do all those meetings? Surely the Secretary of 
State did not have to hold those meetings. 

Mr. Mull. Certainly not, and the Secretary of State is not the 
only person doing that. However, when foreign ministers of close 
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allies of the United States make personal requests to Secretary 
Kerry to explain U.S. law, he feels it is part of being a good ally 
to be responsive to those requests. 

Senator Vitter. Well, I think it is clear that the tone and tenor 
of those meetings was to explain clearly exactly how those foreign 
institutions could deal with Iran. A similar situation with State 
sanctions. A lot of States have sanctions against Iran. Those can 
continue if they are based and premised on terrorist and other ac- 
tivities non-nuclear related. Is that correct? 

Mr. Mull. Yes, sir. The same is true at the Federal level as well. 

Senator Vitter. Correct. And yet the Federal Government has 
sent out on a letter to States, and the way I read it is lobbying 
States to lift those sanctions. 

Mr. Mull. Senator, I, in fact, signed that letter because the U.S. 
Government committed to all of its partners in this deal that we 
would explain the impact of the Iran nuclear deal to all of our 
State and relevant local authorities. So the purpose of that letter 
was to explain what the deal was about, what the deal had accom- 
plished, and asking — offering this information to those authorities 
that made sanctions decisions on the basis of nuclear concerns 
about Iran, to offer this information for their consideration in de- 
ciding whether or not to move forward. 

Senator Vitter. Well, let me ask this: Is our Government, are 
you or any person in our Government, going to do anything beyond 
the letter in terms of acting against State sanctions? 

Mr. Mull. There are certain constitutional questions at play 
there. I certainly have no plans to do that. Each State and local 
authority has its own 

Senator Vitter. So the Administration has no plans to go beyond 
that letter? 

Mr. Mull. I am not aware of any at this time, no. 

Senator Vitter. Another example is further restrictions we 
passed on visa waivers related to terrorist concerns. Iran balked at 
that, and Secretary Kerry’s immediate response was to write them 
and explain that he will make sure they get the waivers they need 
and want under other categories. Was that an obligation under the 
deal? 

Mr. Mull. No, certainly not, and there were questions about the 
impact of that legislation. Again, when we get questions from for- 
eign partners, we try to answer the mail. 

Senator Vitter. Well, again — and my time is up — just to summa- 
rize, the picture a lot of us see, a majority of us see since the deal 
that we disagreed with was Iran taking negative actions, horrible 
actions in some cases against us and our allies, particularly in the 
categories of terrorism, human rights, ballistic missiles, and us 
bending over backwards in a positive way toward them beyond the 
obligations even of the deal we disagreed with. 

Thank you. 

Chairman Shelby. Senator Scott. 

Senator Scott. Thank you, Mr. Chairman. 

Mr. Szubin, sorry to hear about your father’s passing as well. 
Many of my friends in the community held him in high regard. 
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A specific question on the ballistic missile testing that occurred 
on November 21st, March 8th, and May 9th. Weren’t those in viola- 
tion of the JCPOA? 

Mr. Mull. No, sir. Missile launches are not governed by the 
JCPOA. They are not addressed at all by the JCPOA. They are 
governed by a U.N. Security Council resolution. 

Senator Scott. So those ballistic missile testings were not in vio- 
lations of the JCPOA. 

Mr. Mull. No. No, sir. 

Senator Scott. Thank you. 

Mr. Szubin, one of the concerns I have is when I listen to Susan 
Rice and NSA talk about what would happen with the access to the 
$50 billion, her comments on Wolf Blitzer, CNN, was that we 
should expect more nefarious behavior to be funded through the re- 
sources that will be — have access to from the Iranians. Looking 
back over the history, certainly the CRS has said that between 
$100 and $200 million of funds goes to Hezbollah to fund terrorist 
activities from Iran. In my State of South Carolina, there are — 
back in 1983, the Beirut bombing, generally believed to have been 
perpetrated by Hezbollah, took the lives of five South Carolinians 
who were faithfully serving their country at the time, and I will 
read the names of those five South Carolinians: Hospital Corpsman 
First Class Ronny Bates, Sergeant Freddie Haltiwanger, Staff Ser- 
geant Richard Holberton, Lance Corporal Michael Solz, Gunnery 
Sergeant Scipio Williams. Those families are still in the midst of 
a lawsuit, Peterson v. Islamic Republic of Iran, along with 50 other 
plaintiffs who all live in South Carolina. It is difficult for me to un- 
derstand and appreciate how we have a lingering lawsuit with so 
many lives being impacted, at least five South Carolinians having 
lost their lives, and we are creating more access to more money to 
continue, as Susan Rice has said, nefarious behavior, i.e., in my 
words, terrorism activity. It concerns me that we have done so lit- 
tle to engage in a process of stopping that behavior. Comments? 

Mr. Szubin. Absolutely, and. Senator, the concerns with respect 
to Iran, its support for terrorism, groups like Hezbollah are ones 
that I share deeply. And I spend a tremendous amount of my time 
and that of my colleagues across the Government in trying to track 
those funds and trying to put substantially greater pressure on 
Hezbollah. I will say that we were aided in this effort by Congress 
in passing recent legislation, which the President signed, which 
says any foreign institution that is knowingly doing business with 
Hezbollah can get into trouble with us as well. And we are seeing 
the impact of that already, even in the few weeks since it was 
passed. 

I will note that, despite some very alarmist predictions before the 
deal went into effect and as we were talking about the deal up in 
Congress, we have not seen a windfall of money coming into 
Hezbollah. In fact, today Hezbollah, we believe, is in the worst fi- 
nancial condition it has been in decades, and that is not just a U.S. 
Government assessment. That is the assessment I hear from our 
allies around the world, including in the Middle East, who share 
our concerns with Hezbollah in a very palpable way. 

That does not mean we should be, you know, sitting back and 
being complacent. Far from it. What it means is that our con- 
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tinuing efforts in the law enforcement channel, in the sanction 
channel, in the other channels that I should not talk about in this 
setting, to put pressure on Hezbollah are bearing fruit and that we 
should redouble those efforts. 

Senator Scott. But you do not disagree with the fact that, ac- 
cording to the Congressional Research Service, the deal has pro- 
vided up to $100 million of funds for Hezbollah through the Iranian 
deal? 

Mr. SzuBiN. I do not know that statement in the CRS. I would 
be happy to go back and look at it. If that was a statement as to 
what historically Iran’s support to Hezbollah has been, we actually 
put the number higher than $100 to $200 million. But I have not 
seen any estimates that that would be a contribution coming out 
of this deal to Hezbollah. I would be happy to look at that. Senator. 

Senator Scott. I would appreciate that. Thank you. 

Thank you, Mr. Chairman. 

Chairman Shelby. Thank you. Senator Scott. 

Gentlemen, I thank you both for your appearance today. It has 
been a long hearing, and I wish you well in combating terrorism. 
Thank you. 

Mr. SZUBIN. Thank you. Chairman. 

[Whereupon, at 4:10 p.m., the hearing was adjourned.] 

[Prepared statements and responses to written questions sup- 
plied for the record follow:] 
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PREPARED STATEMENT OF ADAM J. SZUBIN 

Acting Under Secretary for Terrorism and Financial Intelligence, 
Department of the Treasury 

May 25, 2016 

Chairman Shelby, Ranking Member Brown, and Members of the Committee, 
thank you for inviting me to appear today to discuss implementation of the Joint 
Comprehensive Plan of Action (JCPOA), the nuclear deal we reached with our key 
partners and Iran. I am pleased to be here with my colleague from the State De- 
partment, Ambassador Mull. 

I’ll begin by explaining how the JCPOA has removed the threat posed by Iran’s 
nuclear program — and how our persistent sanctions and diplomatic efforts helped 
achieve that result. I’ll then outline the role non-nuclear sanctions continue to play 
in our approach to Iran, and describe our strategy to enforce those sanctions going 
forward. 

The JCPOA 

Since I started at the Treasury Department, in 2004, preventing Iran from acquir- 
ing a nuclear weapon has been a national security priority of the highest order. For 
more than a decade, we worked to ensure that Iran had no potential pathway to 
a nuclear weapon. 

We did that by designing a sophisticated, targeted sanctions regime, and com- 
bining it with sustained diplomatic efforts to achieve multilateral support for our 
sanctions. Together with our partners in Congress and the international community, 
we imposed sanctions that put massive costs on Iran. That helped bring Iran to the 
negotiating table, and culminated in the JCPOA. 

The JCPOA is a tremendous diplomatic breakthrough. It is a peaceful means of 
eliminating one of the world’s most persistent national security threats — a nuclear 
armed Iran. And it has already paid huge dividends. 

On January 16, the IAEA confirmed that Iran had completed its nuclear-related 
commitments in the deal. The IAEA has verified that Iran has reduced its stockpile 
of enriched uranium by 98 percent, removed % of its centrifuges, permanently dis- 
abled its reactor at Arak, and removed all fissile material from its underground fa- 
cility at Fordow. 

Iran has also accepted an unprecedented and comprehensive transparency and 
verification regime, including continuous monitoring of all of its declared nuclear fa- 
cilities. In addition, Iran has committed to under no circumstances ever seek, de- 
velop or acquire any nuclear weapons, and agreed to prohibitions on activities that 
could contribute to the design and development of a nuclear explosive device. 

Our diplomacy bore fruit. Iran was a few months from having enough fissile mate- 
rial for a potential nuclear weapon, and it was steadily advancing. Now, Iran’s 
breakout time has been extended to beyond one year, and we are all safer because 
of it. 

The JCPOA represents a sea change. It ensures that Iran’s nuclear program is 
and will remain exclusively peaceful. And it is the most powerful example we have 
of how a multilateral sanctions effort, coupled with tough and principled diplomacy, 
can succeed. 

Our JCPOA Commitments 

Since Iran has kept its end of the deal, we must uphold ours. 

We’ve done so by lifting the sanctions we committed to lift, once the IAEA verified 
that Iran delivered on its nuclear-related commitments under the JCPOA. 

Let me reiterate what President Obama, Secretary Lew, and Secretary Kerry 
have all made clear: we are not standing and will not stand in the way of permis- 
sible business activities involving Iran. Nor are we blocking Iran’s access to funds 
that are no longer restricted following the implementation of the JCPOA, or encour- 
aging others to do so. 

That will remain true for as long as Iran upholds its end of the bargain. Because 
creating economic pressure, on its own, was never the purpose of our nuclear-related 
sanctions. Instead, the goal was to help bring Iran to the negotiating table, where 
Iran would accept far-reaching constraints on its nuclear program in exchange for 
certain sanctions relief. 

Iran has verifiably implemented its nuclear commitments. We, in turn, have kept 
our commitment to lift the nuclear-related secondary sanctions that had been in 
place. We’ve also issued clear and specific guidance explaining what that means — 
just as we do when we make significant changes to any sanctions program. 
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It is in our national security interest to ensure that the JCPOA works as intended 
and stands the test of time. And it is therefore important to fulfill all of the commit- 
ments we made in the deal. 

To do otherwise would not only undermine Iran’s incentive to comply with the 
deal’s terms. It would also undermine our own international credibility, and our cor- 
responding ability to use sanctions to change behavior in the future across the range 
of national security threats we target with our sanctions programs. 

The Impact Thus Far 

Iran is already seeing the benefits of this deal. It has opened new banks accounts 
around the world. It has gained access to billions of dollars in reserves. And its oil 
exports to Europe have recovered to about half of presanctions levels. 

That said, some are still hesitant in dealing with Iran. That was to be expected. 

That does not mean that we have failed to live up to our end of the bargain. We 
have kept every single commitment we’ve made in the JCPOA, lifting all nuclear- 
related secondary sanctions as promised. 

What it does indicate is that, even with the nuclear concerns resolved, inter- 
national companies still have concerns about doing business in Iran. Many of these 
concerns are not about sanctions. 

Some are concerned about Iran’s financial transparency standards, and the des- 
ignation of Iran as a high-risk jurisdiction by the Financial Action Task Force, the 
world’s standard-setting body for anti-money laundering and counterterrorist financ- 
ing. Others have noted concerns about corruption, as well as regulatory and other 
obstacles to conducting business in Iran. And still others are concerned by Iran’s 
provocative non-nuclear behavior, including its active support for terrorism and bal- 
listic missile testing. 

As President Obama said recently: “Iran has to understand what every country 
in the world understands, which is businesses want to go where they feel safe, 
where they don’t see massive controversy, where they can be confident that trans- 
actions are going to operate normally.” 

As Iran pursues more business, it is incumbent on Iran to address such prob- 
lems — to undertake meaningful reforms, and create an environment in which busi- 
nesses feel secure. 

The Sanctions That Remain 

I’ve talked about the sanctions relief commitments we have delivered under the 
JCPOA. But I also want to be clear about what the deal does not mean. 

First, with certain limited exceptions, we have not changed the primary U.S. em- 
bargo on Iran. 

The embargo long predates our concerns with Iran’s nuclear program. In addition 
to longstanding humanitarian exceptions, the JCPOA includes limited exceptions to 
the embargo, covering the case-by-case licensing of the sale of commercial passenger 
aircraft, parts, and services, the import into the United States of Iranian-origin 
foodstuffs and carpets, and certain activities of foreign subsidiaries of U.S. compa- 
nies. But the embargo otherwise remains as is. 

That means we will continue to prohibit U.S. persons from investing in Iran, im- 
porting or exporting to Iran most goods or services, or otherwise engaging in com- 
mercial or financial dealings with most Iranian persons or companies. Iran will also 
continue to be denied access to U.S. markets. 

Along these lines, let me also say clearly that we have not promised, nor do we 
have any plans, to give Iran access to the U.S. financial system, or to reinstate 
what’s called the “U-turn” authorization. 

Additionally, we have not lifted any of our sanctions designed to counter Iran’s 
destabilizing activities outside the nuclear file. As we made clear to Iran and our 
international partners all along, the JCPOA does not affect our non-nuclear sanc- 
tions. 

These sanctions are not just words on paper. We are vigorously enforcing them. 

As we do so, we bear in mind that such sanctions are not means to punish or 
vent frustration. They are intended, together with other tools, to pressure Iran to 
change its strategic calculus on terrorism and regional destabilization, on ballistic 
missiles, and on human rights — just as our now-lifted nuclear sanctions helped to 
push Iran to change its calculus on its nuclear program. And if Iran makes such 
a change, then these sanctions, too, could one day be lifted. 

Yet, Iran continues to be the world’s leading State sponsor of terrorism, and to 
play a significant role in destabilizing the region. It supplies funding and weapons 
to Hizballah, to the Asad regime, and to the Houthis in Yemen. It continues to de- 
velop its ballistic missile program, in contravention of UN Security Council provi- 
sions. And it continues to violate human rights. 
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Thanks to Congress and the President, we already have the sanctions authorities 
necessary to counter this type of activity. And I can tell you, as someone who has 
spent his career designing and enforcing sanctions against Iran — our existing au- 
thorities are extremely powerful. 

Any Iranian or Iran-related person that we have sanctioned and put on our SDN 
List — or that we add to the list in the future — is subject to secondary sanctions. 
That is a stark threat: a foreign bank that does business with such a person could 
face a total cutoff from the U.S. financial system. 

Under our current sanctions regime, more than 200 Iran-linked firms and individ- 
uals remain sanctioned on non-nuclear grounds. That number includes the Islamic 
Revolutionary Guards Corps, or IRGC, the Qods force, and their subsidiaries and 
senior officials — all of whom we will continue to target and expose. 

That number also includes major Iranian defense entities, which have done much 
of Iran’s ballistic missile work. Indeed, since the implementation of the JCPOA, we 
have continued to impose sanctions on supporters of Iran’s ballistic missile program. 

Since the implementation of the JCPOA, we have also continued to impose sanc- 
tions targeting Iran’s support for terrorist proxies. 

Hizballah is a key example. In late January, we sanctioned a major Hizballah fi- 
nancial support network, which was laundering criminal proceeds to support 
Hizballah’s terrorism and destabilizing activity. And just last month, we published 
new sanctions regulations to implement the Hizballah International Financing Pre- 
vention Act of 2016 — a law which gives us yet more tools in our campaign to destroy 
Hizballah’s financial networks. 

After many years of sanctions targeting Hizballah, today the group is in its worst 
financial shape in decades. And I can assure you that, alongside our international 
partners, we are working hard to put them out of business. The JCPOA has no im- 
pact on our efforts on this front. 

Ultimately, we are clear-eyed about the nature of the non-nuclear threats posed 
by Iran. We will continue to combat these threats using a range of tools at our dis- 
posal — including by enforcing existing sanctions, and by designating new targets 
when appropriate. 

Conclusion 

In closing, I want to reiterate that, thanks to the JCPOA, we can now counter 
such threats with the nuclear threat off the table — putting us, our allies, and the 
world in a safer position. 

I also want to assure this Committee that the Treasury Department will continue 
to work closely with Congress as we implement our existing sanctions to counter 
Iran’s non-nuclear activity, and to serve our overall national security goals — just as 
we did in the years preceding the JCPOA. 

Thank you again for inviting me to appear today. I look forward to your questions. 


PREPARED STATEMENT OF STEPHEN D. MULL 

Lead Coordinator for Iran Nuclear Implementation, Department of State 

May 25, 2016 

Chairman Shelby, Ranking Member Brown, and distinguished Members of the 
Committee I am pleased to appear before you to discuss the status of implementa- 
tion of the Joint Comprehensive Plan of Action, or the JCPOA. Thank you for the 
opportunity. 

The finalization of the JCPOA in July 2015 was the culmination of a years-long 
process of tough and clear-eyed diplomacy. It also marked the beginning of a new 
process which will require similar vigilance and focus, the goal of which is to ensure 
the JCPOA is fully and effectively implemented and therefore that Iran is not able 
to obtain a nuclear weapon. I know that is a goal that we all share equally and I 
appreciate your continued interest in learning about our efforts. 

I am happy to report today that, so far, the JCPOA has been implemented by all 
participants. It is important that we recognize what an accomplishment that is to- 
wards advancing our national security, and that of our allies and partners, particu- 
larly those in the Middle East. Because of our efforts to date, the security of the 
United States and our partners has been immeasurably enhanced and in conversa- 
tions with allies and partners around the world, we regularly hear support for the 
JCPOA. 

As of “Implementation Day” under the JCPOA, which was January 16 of this 
year, Iran had completed dozens of specific actions to limit, freeze, or roll back its 
nuclear program and subject it to greater transparency by the IAEA. It is worth 
highlighting a few of these actions, given their significance: 
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• Iran disconnected, removed, and placed in IAEA-monitored storage two-thirds 
of its installed centrifuge capacity, going from over 19,000 centrifuges to 5,060 
used for uranium enrichment at Natanz. These 5,060 centrifuges are the most 
primitive in Iran’s inventory. 

• At its previously clandestine Fordow facility, Iran terminated all uranium en- 
richment and removed all nuclear material. 

• Iran reduced its stockpile of up-to-five percent low enriched uranium by 98 per- 
cent, going from roughly 12,000 kilograms, where it was when we reached the 
JCPOA last July, to 300 kilograms or less with an enrichment limit of no more 
than 3.67 percent, where it must stay. 

• Iran removed the core of the Arak heavy water research reactor and filled it 
with concrete, rendering it permanently inoperable. 

Iran’s implementation of these and other key nuclear-related commitments in- 
creased the time it would take to produce enough fissile material for a nuclear 
weapon — the so-called “breakout time” — from roughly two-to-three months prior to 
the JCPOA to at least one year. 

These actions were complemented by the enhanced verification and monitoring 
measures specified in the JCPOA. Among them were increased IAEA access to 
Iran’s uranium mines, continuous monitoring of Iran’s uranium mills, and contin- 
uous monitoring of Iran’s centrifuge production, assembly, and storage facilities. 
Moreover, Iran is provisionally applying the IAEA Additional Protocol (AP), which 
allows for much broader IAEA information and access in Iran, and implementing 
Modified Code 3.1, requiring early notification of construction of new nuclear facili- 
ties or modification of existing ones. 

In other words, Iran is now subject to even greater IAEA scrutiny, providing us 
with confidence that, should Iran seek to break out of its commitments, such an at- 
tempt would be detected and we would have ample time to respond. 

Since Implementation Day, we have maintained focus on ensuring Iran is ful- 
filling all of its nuclear-related commitments in a complete and verifiable manner. 
We were pleased to see that, when the IAEA issued its first JCPOA monitoring re- 
port in February, it reflected the many steps Iran is taking to implement the 
JCPOA. And without question, Iran’s continued implementation of its nuclear-re- 
lated commitments under the close watch of the IAEA is in the national security 
interest of the United States and our partners and allies. 

As you know, in exchange for Iran meeting its nuclear-related commitments under 
the JCPOA, we met our JCPOA commitments by lifting nuclear-related secondary 
sanctions on Iran. As Acting Under Secretary Szubin has explained, non-nuclear 
sanctions remain and are an important tool, among others, to respond to Iran’s 
harmful activities. 

As long as Iran continues to meet its nuclear commitments, we will continue to 
meet our JCPOA sanctions commitments. And it is in our interest and that of the 
international community to ensure that the JCPOA works for all participants, and 
that the Iranian people begin to experience the benefits of sanctions lifting. The 
JCPOA has already started to deliver benefits, as evidenced by public reports of 
trade deals and increasing international commercial and economic activity with 
Iran. 

Some of you may have seen Iranian statements about the United States not living 
up to its commitments. Let me state unequivocally, the United States has fulfilled 
all of our commitments under the JCPOA — the lifting of sanctions is working. 
Today, Iran is able to do far more than it was able to under the crushing pressure 
of sanctions impacting nearly every sector just several months ago. 

However, business decisions are complex. They take into account a variety of fac- 
tors. As Secretary Kerry has stated repeatedly, every bank or business will make 
its own decisions about whether to do business in Iran, and the United States will 
not stand in the way of business that is now permitted. From a U.S. legal perspec- 
tive, international firms or financial institutions may engage with Iran, as long as 
they do not involve the U.S. financial system or U.S. persons and avoid working 
with entities that remain on our sanctions list. 

We understand that firms continue to have specific sanctions-related questions or 
concerns about doing business in Iran. In an effort to provide greater clarity to the 
public and private sectors on what sanctions were lifted and what non-nuclear sanc- 
tions remain in place, the Departments of State and Treasury have been partici- 
pating in extensive outreach with the public and private sectors, mostly at the re- 
quest of other Governments, in order to explain U.S. commitments under the 
JCPOA. Our engagement is focused on providing clear information about U.S. sanc- 
tions laws in order to assist companies in ensuring that their activities are con- 
sistent with the JCPOA and U.S. law and therefore not sanctionable or prohibited. 
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Under the JCPOA, we lifted our nuclear-related secondary sanctions. The lifting 
of nuclear-related secondary sanctions created the foundation for a new future and 
direction for Iran, hut Iran must make its own decisions on pursuing this path. To 
take full advantage of the economic opportunities created, Iran must address domes- 
tic issues that also influence international business decision making — including the 
lack of transparency in its financial and business sectors as well its own provocative 
actions, such as the repeated testing of ballistic missiles, State sponsorship of ter- 
rorism, and unjust detention of dual-nationals. 

Looking ahead, we will remain committed to ensuring the successful implementa- 
tion of the JCPOA because it makes us all safer. We will continue to monitor its 
full implementation through, among other mechanisms, the Joint Commission it es- 
tablished. In April, I joined Under Secretary of State for Political Affairs Tom Shan- 
non at the third meeting of the Joint Commission. The meeting provided an oppor- 
tunity to review the full range of nuclear and sanctions implementation issues. 

While we are encouraged by Iran’s implementation of its nuclear commitments 
thus far, we have always recognized that the JCPOA would not resolve all of our 
concerns with Iran. Instead, the JCPOA was specifically aimed at addressing the 
most urgent issue of verifiably ensuring Iran does not obtain a nuclear weapon. 
Thanks to our efforts to date, we have made significant progress toward that goal, 
and the United States and our partners remain safer because of these efforts. How- 
ever, more work remains. We will continue to watch closely to ensure Iran does ev- 
erything it committed to do. I also pledge to continue consulting with you as these 
efforts continue. Thank you again for the opportunity. 
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RESPONSES TO WRITTEN QUESTIONS OF CHAIRMAN SHELBY 
FROM ADAM J. SZUBIN 

Q.l. Due Diligence Requirements — The Wall Street Journal re- 
ported that Secretary Kerry told a group of non-U. S. banks in May 
that he would like “ . . .to make it clear that legitimate business 
... is available to banks as long as they do their normal due dili- 
gence and know who they’re dealing with . . . they’re not going to 
be held to some undefined and inappropriate standard.” 

Given that a number of Iran’s economic sectors are virtually con- 
trolled by the Revolutionary Guard and its front companies, and 
that Iran is still a primary money laundering concern, do you agree 
with Secretary Kerry that “normal due diligence” would satisfy a 
bank’s customer screening process? 

A.l. Treasury’s Financial Crimes Enforcement Network has labeled 
Iran a jurisdiction of primary money laundering concern, and the 
Financial Action Task Force (FATF), an international financial 
standard setting body has issued numerous advisories regarding 
Iran, most recently in June, highlighting the country’s elevated 
risks. While the statement noted that FATF was suspending 
counter measures against Iran for 12 months, based on Iran’s high 
level political commitment to an action plan meant to remediate its 
anti-money laundering and counter financing of terrorism defi- 
ciencies, it emphasized that Iran remains on the blacklist of high- 
risk and noncooperative jurisdictions. Furthermore, FATF called on 
all jurisdictions to advise their financial institutions to apply en- 
hanced due diligence to business relationships and transactions 
with Iran and emphasized that FATF remains concerned with the 
terrorist financing risk emanating from Iran and the threat this 
poses to the international financial system. 

For financial institutions dealing with Iran, whether in Europe, 
the Middle East, or Asia, detailed scrutiny and in depth reviews of 
Iran-related transactions, accounts and account holders, are al- 
ready part of normal due diligence practices, as referenced by Sec- 
retary Kerry. 

Q.2. Gaming the Global Finance Regime — The Financial Action 
Task Force since 2009 has warned countries of its exceptional con- 
cern with Iran’s failure to address its terrorist financing risk. Re- 
cent statements by Iranian officials, however, have indicated that 
it is taking first steps to improve its anti-money laundering regime. 

Can an active State sponsor of terror ever be considered a legiti- 
mate participant in the international financial system? 

Are you concerned that Iran can game the FATF system to make 
it look like it is complying on paper without significant improve- 
ments that would put it on par with a legitimate financial system? 
Why or why not? 

A.2. Iran is the world’s leading State sponsor of terrorism, and it 
will not be able to fully reintegrate into the global financial system 
until it ceases such activity. We have a number of sanctions and 
measures to target Iran’s financing of terrorism, including com- 
prehensive U.S. sanctions against Iran. This means that U.S. per- 
sons, including U.S. financial institutions, are broadly prohibited 
from dealing with the Government of Iran, individuals and entities 
in Iran, including the Islamic Revolutionary Guards Corps (IRGC). 
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Iran’s financing of terrorism, proliferation activity and lack of 
transparency are all part of the reasons why Treasury’s Financial 
Crime Enforcement Network has found Iran to be a jurisdiction of 
primary money laundering concern and issued regular advisories 
warning the public of financial risk associated with Iran. 

The Financial Action Task Force (FATF), an international finan- 
cial standard setting body has issued numerous advisories on Iran, 
most recently in June, highlighting risks associated with Iran. The 
June statement noted that the FATF remains concerned with the 
terrorist financing risk emanating from Iran and the threat this 
poses to the international financial system. Therefore, Iran will re- 
main on the FATF blacklist. Accordingly, the FATF called on all 
jurisdictions to advise their financial institutions to apply enhanced 
due diligence to business relationships and transactions with Iran. 

Iran has made some progress in meeting international anti- 
money laundering and counterterrorist financing (AML/CFT) 
standards, but it remains deficient in many areas. While this June 
the FATF welcomed Iran’s high-level political commitment to an 
action plan meant to remediate its AML/CFT deficiencies, and sus- 
pended its call for counter measures against Iran for 12 months, 
if the FATF determines that Iran has not demonstrated sufficient 
progress in implementing the action plan at the end of that period, 
the FATF’s call for countermeasures will be reinstituted. 

Moreover, the FATF stressed that Iran will remain on the FATF 
blacklist and the FATF will maintain its call for enhanced scrutiny 
until Iran addresses all of FATF’s AML/CFT concerns, a process 
that is expected to take years. 

Q.3. Classes of Licensed Transactions — At the May 24th hearing, 
the Committee was warned about Treasury using classes of li- 
censed transactions as an inroad to the dollarization and legitimacy 
of Iranian transactions. Examples of such classes would be the re- 
turn of Iran’s restricted oil escrow funds, aircraft purchases, hu- 
manitarian transactions, and heavy water transactions. 

What other classes of transactions is Treasury considering for li- 
censes and dollarization of Iranian transactions? 

Would you commit to discussing these with Congress before ap- 
proving them? 

A.3. We have not committed to provide, and are not providing, Iran 
with access to the U.S. financial system. There is no intent to issue 
licenses for classes of transactions for the purpose of dollarizing or 
legitimizing Iranian transactions. 

OF AC has issued general and specific licenses authorizing trans- 
actions that would otherwise be prohibited under the Iran sanc- 
tions, when doing so is consistent with broader national security 
and foreign policy interests of the United States. For example, 
OF AC has a history of licensing exports of food, medicine, and med- 
ical devices to Iran. A long-standing general license authorizes 
funds transfers to or from Iran that are ordinarily incident and 
necessary to give effect to licensed transactions, provided that the 
transfer does not involve debiting or crediting the account of (1) a 
person who is ordinarily resident in Iran, except when such person 
is not located in Iran, (2) of the Government of Iran, (3) an Iranian 
financial institution, or (4) any other person whose property and in- 
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terests in property are blocked pursuant to the Iranian Trans- 
actions and Sanctions Regulations, maintained on the books of a 
U.S. financial institution. Because specific license applications in- 
clude information submitted by private parties that may be pro- 
tected by law, including the Trade Secrets Act and the Privacy Act, 
we are unable to discuss pending specific license applications. 

Q.4. Beneficial Ownership — Treasury recently issued its final rules 
on customer due diligence and beneficial ownership. The rule is in- 
tended to make banks keep better track of the owners of companies 
with accounts at their institutions. 

Does Treasury intend to provide specific guidance on how to 
apply the rule with regard to Iran’s IRGC and other clerical-con- 
trolled and regime businesses? 

Given the influence and control the IRGC can wield, wouldn’t 
any degree of IRGC ownership of a company suggest elevated 
risks? 

A.4. It is important to note up front that the new rule on customer 
due diligence and beneficial ownership concerns the opening of new 
accounts in the United States. The United States’ comprehensive 
economic sanctions program against Iran remains in place, mean- 
ing that U.S. financial institutions are prohibited from opening ac- 
counts for Iranian entities — including Iranian entities with any 
level of IRGC ownership. This is because our sanctions prohibit 
U.S. persons, including U.S. financial institutions, from dealing 
with the Government of Iran, individuals and entities in Iran (in- 
cluding the IRGC), and Iranian Government-owned entities outside 
of Iran. 

These prohibitions have been in place since 1995, and U.S. finan- 
cial institutions have a long and successful track record of not 
banking Iranian entities in compliance with these sanctions. 

The IRGC remains sanctioned by the U.S. and the EU for its pro- 
liferation activities and in the U.S. for its role in human rights 
abuses. Its covert action arm, the IRGC-Qods Force, is designated 
in the U.S. for terrorism and in the EU for its support to the Syr- 
ian regime. Activities undertaken by the IRGC and the IRGC-QF 
are part of the reasons why Treasury’s Financial Crimes Enforce- 
ment Network (FinCEN) has found Iran to be a jurisdiction of pri- 
mary money laundering concern and issued regular advisories 
warning the public of financial risk associated with Iran. The Fi- 
nancial Action Task Force (FATF), an international financial stand- 
ard setting body has also issued numerous advisories regarding 
Iran, most recently in June, highlighting elevated risks associated 
with in Iran. The June statement noted that the FATF remains 
concerned with the terrorist financing risk emanating from Iran 
and the threat this poses to the international financial system. 
Furthermore, the FATF called on its members and urged all juris- 
dictions to advise their financial institutions to apply enhanced due 
diligence to business relationships and transactions with Iran. 

Q.5. Treasury Outreach — I understand Treasury does various types 
of outreach to the international financial industry either to explain 
a new regulation or perhaps to deliver a warning of a significant 
threat. 
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What countries beyond the UK is Treasury visiting to conduct 
similar rehabilitative outreach on Iran’s behalf? 

A.5. Over the last 6 years, we have engaged in extensive outreach 
to communicate clarity on our Iran-related sanctions architecture 
to our partners. Consistent with this approach as well as our long- 
standing practice with respect to outreach, we have met with busi- 
ness groups and Governments here in Washington, DC, and have 
traveled with our State Department colleagues to meet with Gov- 
ernments and businesses abroad to provide clarity regarding U.S. 
sanctions as they apply to dealings with Iran after Implementation 
Day. In such meetings, we explain both the scope of the sanctions 
lifting that occurred on Implementation Day and what can and 
cannot be done under remaining U.S. sanctions. Treasury has un- 
dertaken this type of travel and outreach in the past when major 
changes have been made to the sanctions programs administered 
by OF AC, including during the period of escalating sanctions that 
brought Iran to the negotiating table. So far, we have visited more 
than 20 countries to explain the scope of the remaining Iran sanc- 
tions. We are ensuring that businesses are fully aware that U.S. 
primary sanctions remain in place and understand what that en- 
tails going forward. In such engagements, we have made clear that 
U.S. persons and the U.S. financial system cannot be involved in 
Iran-related transactions, unless they are exempt from regulation 
or authorized by OF AC (e.g., licensed sales of medicine, medical de- 
vices, food and agricultural commodities). We also have explained 
that our sanctions authorities targeting Iran’s support for ter- 
rorism, human rights abuses, ballistic missile program, and desta- 
bilizing activities in the region were outside of the scope of the 
JCPOA and remain in place. 

Q.6. With regard to Iran, should financial institutions be at all 
wary of doing business in Iran given the utter lack of transparency 
in its financial system? 

A.6. Iran’s systemic money laundering and terrorist financing defi- 
ciencies will continue to be an important factor in foreign financial 
institutions’ decisions to engage with Iran. Treasury’s Financial 
Crime Enforcement Network (FinCEN) has found Iran to be a ju- 
risdiction of primary money laundering concern and issues regular 
advisories warning the public of financial risk associated with Iran. 
The Einancial Action Task Eorce (EATE), an international financial 
standard setting body has also issued numerous advisories regard- 
ing Iran, most recently in June, highlighting elevated risks associ- 
ated with in Iran. The June statement noted that Iran remains on 
the EATE the black list, and that the EATE remains concerned 
with the terrorist financing risk emanating from Iran and the 
threat this poses to the international financial system. Eurther- 
more, the EATE called on all jurisdictions to advise their financial 
institutions to apply enhanced due diligence to business relation- 
ships and transactions with Iran. 

In addition to considering EinCEN and EATE advisories, U.S. fi- 
nancial institutions are subject to many remaining restrictions and 
prohibitions on engaging with Iran, including comprehensive U.S. 
sanctions. This means that U.S. persons, including U.S. financial 
institutions, are broadly prohibited from dealing with the Govern- 
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ment of Iran, individuals and entities in Iran, including the Islamic 
Revolutionary Guards Corps (IRGC). 

Q.7. “Dollarized” Transactions — One of Iran’s priorities is to be 
able to engage in international trade in dollar-denominated trans- 
actions, which would not only give it access to the world’s strongest 
and most liquid currency, but would also further legitimize its fi- 
nancial system. 

Can you confirm that there are no plans now or in the future for 
the Administration to allow Iranian or U.S. or foreign persons at 
any point in a transaction to engage in either direct or indirect dol- 
lar-denominated transactions, or dollar clearing in any form, in- 
cluding offshore facilities or through intrabank bookkeeping or 
other conversions or transfers? Please do not neglect to specifically 
address the possibilities of offshore facilities, and intrabank trans- 
fer book entries and any other type of conversion opening itself to 
a dollarized transaction. 

A.7. The Administration has not been and is not planning to enable 
Iranian access to the U.S. financial system or to reinstate the so 
called “U-turn” general license. Until Iran has addressed other con- 
cerns we have with its behavior outside of the nuclear file, the U.S. 
financial system (including the branches of U.S. financial institu- 
tions abroad) will remain off limits to Iran and U.S. persons will 
not able to provide financial services or products to Iran without 
explicit authorization. 

To be clear. Treasury does not possess legal jurisdiction over 
transactions denominated in U.S. dollars that do not involve U.S. 
persons and occur outside of the United States; rather, we exercise 
jurisdiction over transactions involving U.S. persons or that transit 
the U.S. financial system. The free flow of the U.S. dollar, as the 
international currency of choice for international trade, works in 
the broader economic, financial, and strategic interests of the 
United States. As a practical matter, though, most U.S. -dollar-de- 
nominated transactions worldwide transit the United States and 
therefore come under our jurisdiction. 

We have publicly stated this position in public guidance we 
issued on the JCPOA Implementation Day. We would draw your 
attention in particular to the frequently asked questions (FAQs) 
A.3, C.6, C.7, C.14, and M.9, which reiterate the sanctions that re- 
main in place (A.3 and C.14), and that (i) U.S. persons remain 
broadly prohibited from engaging in transactions or dealings with 
Iran unless the activities are exempt from regulation or authorized 
by OFAC (A.3 and M.9), (ii) the U-turn is not being reinstated 
(C.6), and (hi) foreign financial institutions cannot clear U.S. dollar 
transactions involving Iranian persons through U.S. persons or the 
U.S. financial system (C.7). These FAQs have been on OFAC’s Web 
site since Implementation Day and can be found here: https:! / 
WWW. treasury.gov j resourcecenter j sanctions j Programs j Documents / 
jcpoafaqs.pdf. 

Q.8. Iran Sanctions Act of 1996 Reauthorization — The Iran Sanc- 
tions Act of 1996, as amended, has been a pivotal piece of sanctions 
architecture since its inception. It is set to expire on December 31st 
of this year. 
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What set of circumstances would have either of you advise the 
President to veto a Congressional reauthorization of the Iran Sanc- 
tions Act at any time before December 31st? 

Would the President veto a Congressional reauthorization of the 
Iran Sanctions Act at any time before December 31st? 

A.8. I would refer you to my colleagues at the State Department 
as the Iran Sanctions Act (ISA) is administered by them. 

We would note that when Treasury discusses the post-JCPOA 
sanctions landscape and the potential for sanctions snap back with 
foreign Governments, financial institutions or businesses, we make 
clear that all sanctions — including those in the ISA — are subject to 
snap back at any time, throughout the duration of the JCPOA. ISA 
does not need to be extended in order to continue to be able to 
issue sanctions designations when warranted, as we have ample 
authorities to target missile-related actors, as well as activity re- 
lated to human rights violations, malicious cyberactivity, and other 
activity of concern. 


RESPONSES TO WRITTEN QUESTIONS OF SENATOR COTTON 
FROM ADAM J. SZUBIN 

Q.l. What is the top-line gross amount of Iranian assets that have 
been unblocked as a result of sanctions relief under the JCPOA? 
A.l. The Central Bank of Iran (CBI) has recorded itself on paper 
as having the equivalent of about $100 billion dollars total in for- 
eign exchange assets, which were inaccessible under congressional 
sanctions. On Implementation Day, the United States fulfilled its 
JCPOA commitments to remove the secondary sanctions that re- 
stricted the use of those funds. The actual amount that CBI has 
access to today, however, is about half as large. Iran has committed 
over $20 billion as collateral for projects with China, which cannot 
be moved or freely spent. Tens of billions in additional funds were 
disbursed as loans to Iran’s energy and banking sectors, but those 
are nonperforming loans with no expectation of repayment. Accord- 
ingly, the actual amount of foreign reserves available to Iran today 
is approximately $50 billion. 

Q.2. In January of last year — when he was the Treasury Under 
Secretary for Terrorism and Financial Intelligence — CIA Deputy 
Director David Cohen testified that $100 billion in Iranian foreign 
currency reserves were blocked by sanctions. Was his testimony ac- 
curate? Have those foreign currency reserves now been unblocked? 
A.2. As noted, the CBI records itself on paper as having the equiva- 
lent of about $100 billion dollars total in foreign exchange assets. 
On Implementation Day, the United States fulfilled its JCPOA 
commitments to remove the secondary sanctions that restricted the 
use of those funds. The actual amount of foreign reserves available 
to Iran is the equivalent of approximately $50 billion. Foreign fi- 
nancial institutions that host accounts where these funds are lo- 
cated are free to continue to hold, transfer, or process transactions 
at Iran’s request without exposure to secondary sanctions, provided 
that the transactions do not involve persons on OF AC’s List of Spe- 
cially Designated Nationals and Blocked Persons (SDN List). 
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Q.3. In May of last year, President Obama told Jeffrey Goldberg 
of The Atlantic that “Iran has $150 billion parked outside the coun- 
try,” and suggested this would be made available to Iran under 
sanctions relief. Was this statement accurate? What type of assets 
make up the $150 billion to which President Obama referred? 

A.3. Iran has approximately $100 billion worth of foreign reserves. 
Iran was only able to access approximately $50 billion after we lift- 
ed sanctions on Implementation Day. This is because over $20 bil- 
lion is already dedicated to projects with China, where it cannot be 
freely spent, and tens of billions in additional funds are effectively 
nonperforming loans to Iran’s energy and banking sector — or loans 
that Iran has already provided. 

Q.4. Please explain how and in what currency the United States 
paid the $1.7 billion settlement to Iran in connection with the free- 
ing of U.S. hostages in January. Please include a description of how 
any U.S. dollars or U.S. financial institutions were involved in fa- 
cilitating the transaction, whether directly or indirectly. 

A.4. The $1.7 billion that the United States paid to Iran rep- 
resented the settlement of a long pending claim at the Iran-U.S. 
Claims Tribunal in the Hague. The funds were paid to Iran in non- 
U.S. dollar currencies in a manner consistent with OF AC’s regula- 
tions. The payment was made by the U.S. Department of Defense 
from the Foreign Military sales account and the Department of the 
Treasury from the Judgement Fund. Iran was not given access to 
the U.S. financial system to complete this transaction. 

Q.5. Please explain how and in what currency the United States 
will pay $8.6 million to Iran in exchange for heavy water. Please 
include a description of how any U.S. dollars or U.S. financial insti- 
tutions will be involved in facilitating the transaction, whether di- 
rectly or indirectly. 

A.5. Payment by the Department of Energy’s Isotope Program was 
made in euros in a manner consistent with OFAC’s Iran regula- 
tions. 

Q.6. I understand that after the signing of the initial JPOA, the 
Treasury Department was involved in establishing various “hu- 
manitarian channels” to facilitate exports to Iran of humanitarian 
goods. I understand that these channels still operate. 

Please explain how these channels operate, which financial insti- 
tutions are involved, and whether and how U.S. dollars are in- 
volved in the channels, whether directly or indirectly. 

A.6. In furtherance of the JPOA, the P5 h- 1 committed to establish 
a mechanism to further facilitate the purchase of, and payment for, 
the export of food, agricultural commodities, medicine, and medical 
devices to Iran, as well as medical expenses incurred abroad by Ira- 
nians. The mechanism, known informally as “humanitarian chan- 
nels,” remained in place during the JPOA period. Foreign financial 
institutions whose involvement was sought by Iran in hosting this 
new mechanism were provided guidance by OF AC. Companies in- 
terested in using this financial mechanism coordinated with their 
Iranian counterparties. Transactions for the export of U.S. -origin 
food, agricultural commodities, medicine, and medical devices to 
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Iran were already authorized by general license 31 CFR 560.530, 
and were not required to be processed through this mechanism. 

The institutions that operated humanitarian channels pursuant 
to the JPOA may continue to do so at their discretion even after 
Implementation Day for transactions for the sale of food, agricul- 
tural commodities, medicine, and medical devices to Iran. Fol- 
lowing Implementation Day, it is no longer sanctionable for non- 
U.S. entities — including foreign financial institutions — to conduct 
transactions with the Government of Iran or Iranian entities, as 
long as the transactions do not violate the U.S. domestic trade em- 
bargo on Iran and do not involve persons that remain on the SDN 
List or sanctionable conduct described in FAQ A.3.ii-iii of the FAQs 
issued by Treasury in connection with the JCPOA {https:! / 
www.treas ury.gov / resource -center / sanctions / Programs / Docu - 
ments / jcpoa faqs.pdf). 


RESPONSES TO WRITTEN QUESTIONS OF SENATOR WARNER 
FROM ADAM J. SZUBIN 

Q.l. In the past, the Administration has said it would support re- 
authorization of the Iran Sanctions Act (ISA) only once certain 
events passed, including the JCPOA Implementation Day passed 
and then the Majles elections in February 2016. I hope there are 
not any new reasons for further postponing any movement on this 
matter. Would the Administration support Congressional reauthor- 
ization of the Iran Sanctions Act? Would reauthorization violate 
the JCPOA? If there is a timing concern about reauthorizing the 
sanctions, what is that concern, and when will the Administration 
be comfortable with reauthorization? 

A.I. I would refer you to my colleagues at the State Department 
as ISA is administered by them. 

We would note that when Treasury discusses the post-JCPOA 
sanctions landscape and the potential for sanctions snap back with 
foreign Governments, financial institutions or businesses, we make 
clear that all sanctions — including those in the ISA — are subject to 
snap back at any time, throughout the duration of the JCPOA. ISA 
does not need to be extended in order to continue to be able to 
issue sanctions designations when warranted, as we have ample 
authorities to target missile-related actors, as well as activity re- 
lated to human rights violations, malicious cyberactivity, and other 
activity of concern. 

Q.2. Why has the Administration not pursued cyberspecific sanc- 
tions against Iran, especially given that the Department of Justice 
has already indicted seven Iranian hackers for the dam and bank 
attacks? 

A.2. Treasury cannot comment about potential sanctions targets or 
ongoing sanctions investigations. Treasury has, however, already 
imposed financial sanctions on Iranian actors for their malicious 
cyberactivities. For example, in December 2014, Treasury sanc- 
tioned Douran Software Technologies, an information technology 
firm involved in an Iranian Government project to monitor com- 
puter activity, under Executive Order (E.O.) 13628, which targets 
censorship and the use of information technology to mask grave 
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human rights abuses conducted by the Iranian Government against 
its citizens. At the same time, Treasury imposed sanctions on Ira- 
nian company Abyssec for its support to the IRGC under E.O. 
13553, which targets human rights abuses perpetrated by officials 
of the Iranian Government and persons acting on behalf of the Ira- 
nian Government since the June 2009 election. Abyssec assisted 
the IRGC with hacking projects and was used by the IRGC to train 
its employees in cybertradecraft and to develop offensive informa- 
tion operations capabilities. 

The Administration is pursuing a comprehensive strategy to con- 
front malicious cyberactors, of which Treasury’s sanctions authori- 
ties, including the cyberfocused E.O. 13694, is one part, along with 
diplomatic engagement, trade policy tools, and law enforcement 
mechanisms. We work closely with other Federal departments and 
agencies to assess the options available to respond to ever-evolving 
cyberthreats, and we will continue to defend our interests and act 
to address these threats in line with our national security objec- 
tives. 

Q.3. We continue to see provocative behavior around ballistic mis- 
sile testing and launch from Iran, even after we have levied sanc- 
tions for the behavior. Have ballistic missile sanctions succeeded in 
materially obstructing Iran’s missile component procurement net- 
works or in deterring future Iranian test-launches of ballistic mis- 
siles? There have been suggestions that additional sanctions on en- 
tities that provide financing for and logistical support, such as 
transportation, in support of Iranian ballistic missiles would be 
useful to apply additional pressure to address this behavior. What 
discussions have you had within Treasury about how to expand 
ballistic missile sanctions, and what Iranian activities would war- 
rant additional sanctions? 

A.3. We agree that targeted sanctions are a key element of our 
strategy to disrupt and pressure Iran’s missile program and pro- 
curement. Accordingly, Treasury continues to vigorously target 
Iran’s ballistic missile program using its domestic authorities, in- 
cluding Executive Order 13382, “Blocking Property of Weapons of 
Mass Destruction Proliferators and Their Supporters” (E.O. 13382), 
and will continue to do so. E.O. 13382 provides a broad basis for 
designating individuals and entities contributing to proliferation 
activities and networks, including those providing financing for or 
logistical support to Iran’s ballistic missile program. 

Treasury remains concerned about Iran’s ballistic missile pro- 
gram and its continued testing and launches, and we have re- 
sponded by continuing to designate core entities and key networks 
involved in, or provide support for, such activity — including in des- 
ignations in January and March of this year. For example, the des- 
ignations on January 17, 2016, exposed and targeted individuals 
and entities involved in procurement activity on behalf of Iran’s 
ballistic missile program, including the financial transactions for 
procurement of goods for Iran’s carbon fiber production line. These 
designated individuals and entities are now subject to asset-block- 
ing sanctions, effectively cutting them off from the U.S. financial 
system. Additionally, if a foreign financial institution conducts or 
facilitates a significant transaction with, or provides significant fi- 
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nancial services for, any Iranian or Iran-related persons who re- 
main on our SDN List, including those designated on January 17, 
2016, and March 24, 2016, it risks losing its access to the U.S. fi- 
nancial system. 

Q.4. As you are talking to international firms and financial institu- 
tions about what is and is not permissible under our current sanc- 
tions regime, are you also reiterating your message that Iran, not 
the United States, is responsible for how much economic relief they 
receive from the JCPOA? If so, what has their reaction been to that 
statement? If not, what are you saying in these meetings to push 
back against the Iranian accusation that the U.S. is to blame for 
their economic woes? 

A.4. In our outreach to international firms, financial institutions, 
and foreign Governments, we have reiterated that the United 
States has met all of its commitments under the JCPOA, including 
by lifting the sanctions it committed to lift under the JCPOA. 
OF AC has been clear in its outreach that U.S. commitments do not 
go beyond those outlined in the JCPOA. We hear from some foreign 
firms and financial institutions that U.S. sanctions laws are suffi- 
ciently complex that they hesitate engaging with Iran for fear of 
running afoul of U.S. sanctions. There are complex business deci- 
sions to be made, but we have made clear the firms and financial 
institutions must make those decisions, and that Treasury and 
OF AC do not seek to influence those decisions. Rather, it is our re- 
sponsibility to ensure that they know the rules of the road and are 
making decision with a clear understanding of our regulations. For- 
eign firms and financial institutions have generally acknowledged 
that their hesitancy to engage with Iran is due in large — and some- 
times predominant — part to issues related to the business condi- 
tions and investment climate in Iran that are wholly unrelated to 
sanctions, including: corruption; lack of corporate transparency; an- 
tiquated accounting standards; and Iran’s designation as a high- 
risk jurisdiction by the Financial Action Task Force, the world’s 
standard-setting body for anti-money laundering and counterter- 
rorist financing, due to Iran’s deficiencies in countering money 
laundering and terrorism finance. In addition, as the President has 
stated, Iran’s own behavior is important to generating confidence 
that Iran is a safe place to do business, and provocative actions 
such as missile launches calling for the destruction of Israel make 
businesses nervous. We have made clear, time and again, that it 
is up to Iran to address these concerns. 


RESPONSES TO WRITTEN QUESTIONS OF CHAIRMAN SHELBY 
FROM STEPHEN D. MULL 

Q.l. On May 24th, the Committee received testimony that Iran’s 
ballistic missile arsenal — the largest in the region — can reach any 
part of the Middle East, including Israel, and that Iran has con- 
ducted five ballistic missile tests. 

How important is it to U.S. national security interests that Iran 
terminate its ballistic missile program? 

Of the five recent missile tests, how many of those were sanc- 
tioned or sanctionable? Should Iran be allowed to continue testing? 
How does the Administration intend to stop future tests? 
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A.l. Iran has long had the largest ballistic missile program in the 
Middle East, and has deployed over the past 30 years hundreds of 
conventionally armed ballistic missiles — including its Shahab-3 me- 
dium range ballistic missile. Iran deploys such ballistic missiles to 
project power regionally and deter potential adversaries. These 
missile programs remain one of our most significant nonprolifera- 
tion challenges, contributing to regional tension and posing a seri- 
ous risk to international stability. 

Because these activities pose a significant threat to U.S. national 
security, we use a wide range of multilateral and unilateral tools 
to address Iran’s ballistic missile program. For example, we use our 
participation in the Missile Technology Control Regime (MTCR) to 
prevent the spread of critical missile technologies and to raise 
awareness among the 33 other MTCR Partners (members) of the 
proliferation concerns posed by Iran’s missile development, procure- 
ment, and proliferation activities. Bilaterally, we continue to work 
with other countries to interdict missile-related shipments intended 
for Iran. Additionally, we have called attention to Iran’s missile 
testing activities that are inconsistent with and in defiance of 
UNSC Resolution 2231; including by reporting Iran’s March 2016 
missile launches to the Security Council and requesting the Council 
review this matter to determine an appropriate response. These bi- 
lateral and multilateral efforts are critical to persuading countries 
to prevent transfers of sensitive technology to Iran and also to rais- 
ing the political costs to Iran for its missile development and test- 
ing activities. 

We bolster these multilateral and bilateral efforts with unilateral 
authorities to impose sanctions on entities connected to Iran’s bal- 
listic missile programs, procurement network, or testing activities. 
Following Iran’s missile tests in March 2016, the United States 
designated two Iran-based entities directly involved with Iran’s bal- 
listic missile program under Executive Order (E.O.) 13382. These 
sanctions follow our actions in January 2016, when the United 
States designated three entities and eight individuals involved in 
a network that procured materials and equipment for Iran’s bal- 
listic missile program. These measures were also taken pursuant 
to E.O. 13382 and reflect our continued concerns about Iran’s mis- 
sile program, including its October 2015 missile launch. 

Q.2. One of Iran’s priorities is to be able to engage in international 
trade in dollar-denominated transactions, which would not only 
give it access to the world’s strongest and most liquid currency, but 
would also further legitimize its financial system. 

Can you confirm that there are no plans now or in the future for 
the Administration to allow Iranian or U.S. or foreign persons at 
any point in a transaction to engage in either direct or indirect dol- 
lar-denominated transactions, or dollar clearing in any form, in- 
cluding offshore facilities or through intrabank bookkeeping or 
other conversions or transfers? Please do not neglect to specifically 
address the possibilities of offshore facilities, and intrabank trans- 
fer book entries and any other type of conversion opening itself to 
a dollarized transaction. 

A.2. The Administration is not planning to reinstate the authoriza- 
tion for “U-turn” transactions or give Iran access to the U.S. finan- 
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cial system. The Administration fully stands by our previous state- 
ments, and on Friday, April 1, President Obama confirmed during 
a press conference that reports that the Administration will grant 
Iran access to the U.S. financial system are inaccurate. 

We will continue to vigorously enforce remaining sanctions on 
Iran, including our primary sanctions that generally prohibit U.S. 
financial institutions from clearing U.S. dollars through the U.S. fi- 
nancial system for Iran-related transactions, holding correspondent 
account relationships with Iranian financial institutions, or enter- 
ing into financing arrangements with Iranian banks. 

Q.3. The Iran Sanctions Act of 1996, as amended, has been a piv- 
otal piece of sanctions architecture since its inception. It is set to 
expire on December 31st of this year. 

What set of circumstances would have either of you advise the 
President to veto a Congressional reauthorization of the Iran Sanc- 
tions Act at any time before December 31st? 

Would the President veto a Congressional reauthorization of the 
Iran Sanctions Act at any time before December 31st? 

A.3. It is not necessary to extend the Iran Sanctions Act (ISA) at 
this time, since it does not expire until the end of 2016. Right now 
our focus is on continuing to verify that Iran is implementing its 
nuclear-related commitments under the Joint Comprehensive Plan 
of Action (JCPOA). Further, it is not necessary to renew the Iran 
Sanctions Act in order to retain the ability to snapback sanctions. 
The President could utilize his authorities under the International 
Emergency Economic Powers Act (lEEPA) and other statutes to im- 
pose a variety of economic sanctions that would allow us to recre- 
ate sanctions currently required under ISA, if necessary. Indeed, 
much of our Iran sanctions architecture has been created through 
the use of Executive Orders that were issued pursuant to lEEPA. 
These E.O.s can be issued in as little as a few days, which means 
that we could quickly reimpose sanctions in a snapback scenario. 


RESPONSES TO WRITTEN QUESTIONS OF SENATOR BROWN 
FROM STEPHEN D. MULL 

Q.l. Ambassador Mull, you said that the U.S. purchase of Iran’s 
heavy water was in our commercial interest, even though there are 
other suppliers of this material that we consider allies. Are there 
other U.S. suppliers for this material? 

A.l. There are only two countries that regularly export heavy 
water: Canada and India. The United States currently has no capa- 
bility to produce heavy water. Canada exports heavy water from in- 
ventory only. While the substantial U.S. demand for heavy water 
for non-nuclear applications has been reliably met in recent years, 
there is a history of challenges over the past decade. 

Q.2. Can you explain why from your perspective purchasing this 
heavy water from Iran, and not from other suppliers such as Can- 
ada and India, made sense? Have any other Nations now started 
to explore purchase agreements to buy this material to ensure it 
isn’t acquired on the international market by others for nefarious 
purposes? 
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A.2. The Joint Comprehensive Plan of Action (JCPOA) ensures that 
Iran’s nuclear program is and will remain exclusively peaceful. To 
reach Implementation Day, the JCPOA required Iran to take a 
number of nuclear-related steps that cut off Iran’s pathways to ac- 
quire enough fissile material for a nuclear weapon, including the 
plutonium pathway, such as removing the core of the Arak heavy 
water research reactor and filling it with concrete, rendering the 
core permanently inoperable. Moreover, Iran reduced its stockpile 
of nuclear-grade heavy water to less than 130 metric tons (MT), 
which is the current cap under the JCPOA. Specifically, Iran ex- 
ported its excess heavy water to Oman, where it is under IAEA 
monitoring and verification, in anticipation of a sale on the inter- 
national market. 

The United States does not produce heavy water, and currently 
has no inventory of heavy water that is suitable for industrial and 
research applications. While the substantial U.S. demand for heavy 
water for non-nuclear applications has been reliably met in recent 
years, there is a history of challenges over the past decade. Most 
international producers of heavy water fill their domestic nuclear 
demand before it making it available for sale. Moreover, the global 
supply of heavy water available to the international market is lim- 
ited while demand continues to grow. Iran making available its ex- 
cess heavy water reduces the unpredictability of international sup- 
plies and helps address these challenges. 

This purchase provides U.S. industry with a critical product, 
while also providing a final disposition for excess heavy water that 
was exported from Iran prior to Implementation Day as con- 
templated in the JCPOA. The United States was under no commit- 
ment to purchase heavy water from Iran, nor is it committed to do 
so in the future. It is possible that other countries with a need for 
heavy water may choose to purchase excess Iranian heavy water as 
well, and we understand certain countries have already expressed 
interest in doing so. 


RESPONSES TO WRITTEN QUESTIONS OF SENATOR TOOMEY 
FROM STEPHEN D. MULL 

Q.l. In response to questions I asked you during the hearing, you 
noted that you accompanied Secretary Kerry on his recent meet- 
ings in Europe and were present when he was meeting with Euro- 
pean banks in London on or around May 12th. We have received 
conflicting reports of whether the Secretary was merely clarifying 
the scope of sanctions or was encouraging banks to reengage with 
Iran. 

Please provide me with any notes, minutes, readouts, and/or 
summaries prepared by Secretary Kerry or any State Department 
staff in connection with these meetings. 

A.I. Similar to what was done previously when we were ramping 
up sanctions on Iran, we are engaging with private sector and for- 
eign Government stakeholders to help them understand the con- 
tours of the sanctions relief that was effectuated on January 16, 
2016. As Secretary Kerry stated, his meetings in London in par- 
ticular were an effort to make it clear that permissible business. 
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within the scope of the Joint Comprehensive Plan of Action 
(JCPOA), is available to foreign banks. 

Q.2. According to Reuters, British Foreign Secretary Phillip Ham- 
mond, said that the strategic objective of the joint meeting between 
U.K. officials, U.S. officials, and European bankers was to draw 
Iran back into the international community, and actively work “to 
allow these European and global banks to support European busi- 
nesses in resuming normal trade and investment patterns with 
Iran.” 

Does Secretary Kerry disagree with Mr. Hammond’s character- 
ization of the meetings’ objectives, which seem to be at odds with 
merely “clarifying” the scope of U.S. sanctions? 

If you agree with Mr. Hammond, what does Secretary Kerry view 
as “normal trade and investment patterns with Iran?” 

A.2. Commensurate with past practice, we are conducting outreach 
and clarification to Governments and businesses to help them un- 
derstand the contours of the sanctions relief that was effectuated 
on January 16, 2016, when the IAEA verified that Iran has met 
key nuclear-related commitments specified in the Joint Com- 
prehensive Plan of Action (JCPOA). This meeting was part of that 
effort. 

We took a similar approach of meeting with foreign Governments 
and the private sector to ensure that secondary sanctions to ad- 
dress Iran’s nuclear program were effectively and meaningfully im- 
posed, and it is understandable that similar engagement is now un- 
derway to ensure that nuclear-related secondary sanctions are ef- 
fectively and meaningfully lifted consistent with the JCPOA. 


RESPONSES TO WRITTEN QUESTIONS OF SENATOR COTTON 
FROM STEPHEN D. MULL 

Q.l. What is the top-line gross amount of Iranian assets that have 
been unblocked as a result of sanctions relief under the JCPOA? 
A.l. The Treasury Department estimates that when our JCPOA 
sanctions relief was effectuated on January 16, 2016 (referred to as 
Implementation Day), the Central Bank of Iran (CBI) about $100 
billion in assets worldwide. However, our assessment is that Iran’s 
usable liquid assets are around $50 billion of that total. 

Q.2. In January of last year — when he was the Treasury Under 
Secretary for Terrorism and Einancial Intelligence — CIA Deputy 
Director David Cohen testified that $100 billion in Iranian foreign 
currency reserves were blocked by sanctions. Was his testimony ac- 
curate? Have those foreign currency reserves now been unblocked? 
A.2. The Treasury Department estimates that on Implementation 
Day, the Central Bank of Iran (CBI) held about $100 billion in as- 
sets worldwide. However, our assessment is that Iran’s usable liq- 
uid assets are around $5() billion of that total. 

The other $50-70 billion are either obligated in illiquid projects 
(such as over 50 projects with China) that cannot be monetized 
quickly, if at all, or are composed of outstanding loans to Iranian 
entities that cannot repay them.ppEurthermore, because Iran’s 
freely accessible assets constitute the country’s reserves, not its an- 
nual budgetary allowance, Iran will need to retain a portion of that 
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$50 billion in available assets to defend its currency and engage in 
international trade. 

Q.3. In May of last year, President Obama told Jeffrey Goldberg 
of The Atlantic that “Iran has $150 billion parked outside the coun- 
try,” and suggested this would be made available to Iran under 
sanctions relief Was this statement accurate? What type of assets 
make up the $150 billion to which President Obama referred? 

A.3. The President stated a hypothetical regarding Iran’s use of re- 
serves to Mr. Goldberg. The Treasury Department estimates that 
on Implementation Day, the Central Bank of Iran (CBI) held about 
$100 billion in assets worldwide. 

Q.4. Please explain how and in what currency the United States 
paid the $1.7 billion settlement to Iran in connection with the free- 
ing of U.S. hostages in January. Please include a description of how 
any U.S. dollars or U.S. financial institutions were involved in fa- 
cilitating the transaction, whether directly or indirectly. 

A.4. The settlement in January 2016 of a long-standing claim at 
the Iran-U.S. Claims Tribunal was done on its own merits and un- 
questionably is to the great benefit of the United States. The re- 
lease by Iran of several U.S. citizens was part of a reciprocal hu- 
manitarian gesture in which the United States provided relief to 
certain Iranian nationals. 

The first settlement payment, in the amount of $400 million, 
came out of the Foreign Military Sales Trust Fund, or FMS ac- 
count. Treasury worked with the Defense Finance and Accounting 
Service (DFAS) and the Federal Reserve Bank of New York 
(FRBNY) so that the funds were converted from dollars to Swiss 
francs and credited to a FRBNY account at a European bank. On 
January 17, the payment was provided to an official from the Cen- 
tral Bank of Iran for transfer to Tehran. 

The second payment, involving settlement of the dispute over in- 
terest on the funds in the FMS account, was made from the Judg- 
ment Fund. The Judgment Fund is the source of funding Congress 
has provided for use generally in paying judgments and settle- 
ments of claims against the United States when there is no other 
source of funding. Treasury disbursed the payment after receiving 
the appropriate approvals from the Department of Justice. The 
payment from the Judgment Fund was initiated through a transfer 
to an account of a European bank. Pursuant to an arrangement be- 
tween Iran, the home country of that bank, and the United States, 
the European bank converted the $1.3 billion into Euros and dis- 
bursed the banknotes to an official from the Central Bank of Iran. 
This process occurred in two installments, one on January 22, and 
one on February 5. 

The sanctions regime we have built with our international part- 
ners effectively cut Iran off from the international financial system. 
Iran was very aware of the difficulties it would face in accessing 
and using the funds if they were in any form other than cash, even 
after the lifting of sanctions under the Joint Comprehensive Plan 
of Action. Therefore, effectuating the payment of the funds in the 
FMS account and the subsequent payments in cash for the com- 
promise on interest was the most reliable way to ensure that the 
funds were received in a timely manner. 
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For both payments, no direct transfer was made from any U.S. 
account to Iran. These transactions complied with U.S. sanctions 
law and did not require a unique license, waiver, or other form of 
authorization. Treasury regulations explicitly authorize all trans- 
actions necessary for payments pursuant to settlement agreements 
entered into by the United States Government in a legal pro- 
ceeding in which the United States is a party, such as a settlement 
of claims before the Tribunal. 

Q.5. Please explain how and in what currency the United States 
will pay $8.6 million to Iran in exchange for heavy water. Please 
include a description of how any U.S. dollars or U.S. financial insti- 
tutions will be involved in facilitating the transaction, whether di- 
rectly or indirectly. 

A.5. The U.S. Department of Energy’s Isotope Program will pay 
Iran the Euro equivalent of approximately $8.6 million in exchange 
for 32 metric tons of heavy water. Payment to Iran will be made 
in Euros. The transaction and the payments were all authorized by 
the U.S. Treasury Department’s Office of Eoreign Assets Control. 
The routing was through third-country financial institutions and is 
similar to the mechanism that has been used for years to allow 
other authorized transactions — such as for exports of food and med- 
icine — between the United States and Iran. 

Q.6. I understand that after the signing of the initial JPOA, the 
Treasury Department was involved in establishing various “hu- 
manitarian channels” to facilitate exports to Iran of humanitarian 
goods. I understand that these channels still operate. 

Please explain how these channels operate, which financial insti- 
tutions are involved, and whether and how U.S. dollars are in- 
volved in the channels, whether directly or indirectly. 

A.6. In furtherance of the JPOA, the P5 h- 1 committed to establish 
a mechanism to further facilitate the purchase of, and payment for, 
the export of food, agricultural commodities, medicine, and medical 
devices to Iran, as well as medical expenses incurred abroad by Ira- 
nians. The mechanism, known informally as “humanitarian chan- 
nels,” remained in place during the JPOA period. Eoreign financial 
institutions whose involvement was sought by Iran in hosting this 
new mechanism were provided guidance by the Office of Foreign 
Assets Control (OFAC). Companies interested in using this finan- 
cial mechanism coordinated with their Iranian counterparties. 
Transactions for the export of U.S. -origin food, agricultural com- 
modities, medicine, and medical devices to Iran were already au- 
thorized by general license 31 CFR 560.530, and were not required 
to be processed through this mechanism. 

The institutions that operated humanitarian channels pursuant 
to the JPOA may continue to do so at their discretion even after 
Implementation Day for transactions for the sale of food, agricul- 
tural commodities, medicine, and medical devices to Iran. Fol- 
lowing Implementation Day, it is no longer sanctionable for non- 
U.S. entities — including foreign financial institutions — to conduct 
transactions with the Government of Iran or Iranian entities, as 
long as the transactions do not violate the U.S. domestic trade em- 
bargo on Iran and do not involve persons that remain on the Spe- 
cially Designated Nationals (SDN) List or sanctionable conduct de- 
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scribed in FAQ A.3.ii-iii of the FAQs issued by Treasury in connec- 
tion with the JCPOA {http: 1 1 redirect.state.sbu I ?url=https: 1 1 
WWW. treasury.gov / resource-center ! sanctions ! Programs ! Docu- 
ments / jcpoa faqs.pdf). 


RESPONSES TO WRITTEN QUESTIONS OF SENATOR WARNER 
FROM STEPHEN D. MULL 

Q.l. In the past, the Administration has said it would support re- 
authorization of the Iran Sanctions Act (ISA) only once certain 
events passed, including the JCPOA Implementation Day passed 
and then the Majles elections in February 2016. I hope there are 
not any new reasons for further postponing any movement on this 
matter. Would the Administration support Congressional reauthor- 
ization of the Iran Sanctions Act? Would reauthorization violate 
the JCPOA? If there is a timing concern about reauthorizing the 
sanctions, what is that concern, and when will the Administration 
be comfortable with reauthorization? 

A.l. The Administration does not believe that it is necessary to ex- 
tend the Iran Sanctions Act (ISA) at this time, since it does not ex- 
pire until December 2016. Right now, we are focused on ensuring 
that Iran continues to fully implement its nuclear-related commit- 
ments under the JCPOA. 

The expiration of the ISA in December will not affect our ability 
to continue to issue sanctions designations when warranted, as we 
have ample authorities to target missile-related actors, as well as 
activity related to human rights violations, malicious cyberactivity, 
and other activity of concern. Nor would ISA’s sunset affect our 
ability to snap sanctions back into place, should Iran significantly 
fail to perform its nuclear commitments in the JCPOA. Existing 
authorities give us all the tools we currently need to monitor and 
respond to any destabilizing activity or JCPOA noncompliance from 
Iran. 

My colleagues and I would be happy to engage in further discus- 
sions with Congress about how to further foreign policy priorities 
in a manner that does not jeopardize JCPOA implementation. 

Q.2. Why has the Administration not pursued cyberspecific sanc- 
tions against Iran, especially given that the Department of Justice 
has already indicted seven Iranian hackers for the dam and bank 
attacks? 

A.2. The Administration is pursuing a comprehensive strategy to 
confront malicious cyberactors, a point the President made clear 
when signing the Executive Order enabling the use of economic 
sanctions against malicious cyberactors. That strategy includes dip- 
lomatic engagement, trade policy tools, law enforcement mecha- 
nisms, and imposing sanctions on individuals or entities that en- 
gage in certain significant, malicious cyberenabled activities. 

The Department of Justice’s March 24 indictment of seven indi- 
viduals for alleged cyberattacks against the United States is proof 
that we will act when we see evidence of cyberthreats from Iran. 

We take seriously all such malicious activity in cyberspace, and 
we will continue to use all the tools at our disposal, including sane- 
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tions, to deter, detect, counter, and mitigate such activity in a man- 
ner and timeframe appropriate to the incidents themselves. 

Q.3. We continue to see provocative behavior around ballistic mis- 
sile testing and launch from Iran, even after we have levied sanc- 
tions for the behavior. Have ballistic missile sanctions succeeded in 
materially obstructing Iran’s missile component procurement net- 
works or in deterring future Iranian test-launches of ballistic mis- 
siles? There have been suggestions that additional sanctions on en- 
tities that provide financing for and logistical support, such as 
transportation, in support of Iranian ballistic missiles would be 
useful to apply additional pressure to address this behavior. What 
discussions have you had within Treasury about how to expand 
ballistic missile sanctions, and what Iranian activities would war- 
rant additional sanctions? 

A.3. The United States uses a wide range of multilateral and uni- 
lateral tools to address Iran’s ballistic missile programs. While our 
sanctions authorities are an important part of these efforts, we also 
work with foreign Governments to prevent transfers of equipment 
and technology to entities affiliated with Iran’s missile program. 
Such efforts help delay the advancement of these programs and 
make Iran’s procurement efforts more costly, time consuming, and 
difficult. In addition, we continue to call attention to Iran’s missile 
testing activities at the United Nations, for example, reporting 
Iran’s March 2016 missile launches to the Security Council and re- 
questing the Council review this matter to determine an appro- 
priate response. Such efforts help raise awareness among other 
Governments of Iran’s missile development efforts and raise the po- 
litical costs to Iran for these provocative missile testing activities. 

We bolster these multilateral and bilateral efforts with unilateral 
sanctions authorities to impose penalties on entities connected to 
Iran’s ballistic missile programs, procurement network, or testing 
activities. For example, following Iran’s missile tests in March 
2016, the United States designated two Iran-based entities directly 
involved with Iran’s ballistic missile program under Executive 
Order (E.O.) 13382. Moving forward, we will continue to use our 
current unilateral sanctions authorities as warranted to help ad- 
dress the full spectrum of Iran’s activities related to its missile pro- 
gram. 

Q.4. As you are talking to international firms and financial institu- 
tions about what is and is not permissible under our current sanc- 
tions regime, are you also reiterating your message that Iran, not 
the United States, is responsible for how much economic relief they 
receive from the JCPOA? If so, what has their reaction been to that 
statement? If not, what are you saying in these meetings to push 
back against the Iranian accusation that the U.S. is to blame for 
their economic woes? 

A.4. Commensurate with our engagement around the world on the 
occasion of any significant change in U.S. sanctions, we are pro- 
viding guidance necessary to ensure that foreign Governments and 
the private sector understand clearly the extent of U.S. sanctions 
relief provided under the JCPOA. It is in our interest to ensure 
that the JCPOA works for all participants. 
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Implicit in your question is the fact that we cannot and do not 
ignore the importance of Iran’s own actions in generating con- 
fidence that Iran is a safe place to do business. For our part, we 
will continue to answer questions and address concerns regarding 
U.S. sanctions lifting, but there are also many factors beyond our 
control slowing Iran’s economic recovery that have nothing to do 
with sanctions. And we also recognize that it is going to take time 
for some companies to feel confident in reengaging with Iran due 
to concerns other than sanctions. 

President Obama spoke to this recently, when he pointed out the 
importance of Iran’s own behavior in generating confidence that 
Iran is a safe place to do business. 

As the President said, “when Iran launches ballistic missiles 
with slogans calling for the destruction of Israel and continues to 
ship missiles to Hezbollah, that makes businesses nervous. When 
Iran continues to ship missiles to Hezbollah, that makes businesses 
nervous. 

Iran has to understand what every country in the world under- 
stands, which is businesses want to go where they feel safe, where 
they don’t see massive controversy, where they can be confident 
that transactions are going to operate normally.” 



